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5. 1. No. 16 of 2013

CENTRALBANK OF NIGERIA (ANTI-MONEY LAUNDERING AND
COMBATING THE FINANCING OFTERRORISM IN BANKSAND OTHER
FINANCIALINSTITUTIONS INNIGERIA) REGULATIONS, 2013

In exercise of the powery conferred npon me by the provisions of section 51(1) of
the Banks and Other Financial Institutions Act, 2004 and all other powers enabling me
in that behalf, 1, Sanust Lamino Sanust, Governor of the Central Bank of Nigeria, make
the following Regulations—

[ 2%eh Angase, 2013 ]

Parr [ —OBIECTIVES, SCOPE AND APPLICATIONS
1. The objectives of these Regulations are to—

(g} provide Anti-Money Laundering and Combating the Financing of
Terrorigm (“AML/CFT™) compliance guidelines For financial institutions under
the regulatory purview of the Central Bank of Nigeria (“CBN") as required by
relevant provisions of the Money Laundering (Prohibition) Act, 2011 {as
amended), the Terrorism Prevention Act, 201] {as amended) and other relevant
laws and Regulations ;

{8y enable the CBN to diligently enforce AML/CFT mieasures and ensure
eftective compliance by fimancial institutions ; and

(¢} provide guidance on Know Your Customer (“KYC™) measures to assisl
financial institutions in the implementation of these Regulations.

2.—(1) These Regulations cover the relevant provisions of the Money
Laundering (Prohibition) Act, 2011 (as amended). the Terrorism Prevention Aet,
2011 {as amended) and any other relevant laws or Regulations.

{2} These Regulations cover—

() the key areas of Anti-Money Laundering and Combating the Financing
of Terrorism (AML/CFT) Policy ¢

(&) development of Compliance Unitand funetion ;
() Compliance Officer designation and duties ;

(«f) the Tequirement to co-operate with the competent or supervisory
authorities ;

(&) conduet of Customer Due Diligence ;

() monitoring and filing of suspicious transactions to the Nigerian Financial
Intelligence Unit (“NFIU™) and other reporting requirements ;

{g) reporting requirements ;
(/r) record keeping ; and
(I AMLICFT employee training.

3. These Regulations shall apply to banks and oither financial institutions in
Migeria within the regulatory purview of the Central 3ank of Nigeria,
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4.—{1) Afinancial institution shall adopt policics stating its commitment (o
comply with Anti-Money Laundering {*AML’) and Combating Financing of
Terrorism {*CFT") obligations under subsisting laws, regulations and regulatory
directives and to actively prevent any wransaction that otherwise facilitates criminal
aclivities, money laundering or terrorism.

(23 A financial institution shal! formulate and implement internal controls
and other procedures Lo deter eriminals from using 1ts facilities for money
laundering and terrorist financing.

{(3) Financial Instiutions shall adopt a risk—based approach in the identification
and management of thetr AML/CFT risks in line with the requirements of these
Regulalions,

(4) Financial Institutions shail comply promptly with requests made pursuant
tor current AMUL/CET legistations and provide information Lo the Central Bank of
Migeria (“CBNTL NI geria Financial Intelligence Unit(“NFIU™) and other compelent
duthorities.

{5) Financial Institutions ghall net in any way inhibil the implementation of
the provisions of these Regulations and shall co-operate with the regulators and
law enforcement agengies in the implementation of n robust AML/CFT regime in
Migeria,

(6} Financial institutions shall render statutory reporls 10 appropriate
autliorities as requived by law and shall auard against any act that will cause a
customer or client to avaid complianee with AML/CET Legislations.

{7) Financial institutions shall identify, review and record other areas of
polential money laundering and tercorist [inancing risks not covered by these
Regulations and reporl same 1o the appropriate authorities.

(8) Financial institutions shall reflect AML/CFT policies and procedures in
their strategic policies.

(%) Financial institutions shall conduct on-going Due Diligence and where
appropriate, enhanced Due Diligence on all business relationships and shall obtain
information on the purpose and intended nature of the business relationship of
their potential custamers.

(10} Financial institutions shall cnsure that their employvees, agents and
sitliers doing business with them, clearly understand the AML/CFT programime.

5. A financial institution shall—

{w) take apprapriate steps 10 identify, assezs and understand its Money
laundering ("ML} and the Financing ol Tergorism {FT7) risks Tor custamers,
countries or geographic areas of 13 aperations, products, services and delivery
channzls



(hy document its risk assessments profile ;

(o) consider all relevant rvisk factors before determining the overall level of

risk and the appropriate level and type of mitigation to be applied;
{ef) keep the assessments in this regulatioin up to date ;and

{e) have the approprinte mechanisms 1@ provide risk assessments reports
to resulatory, supervisory and competent authorities, and Sell-Regulatory
Organizations ("SROs™).

6. A financial institution shall—

{er) harve policies, controls and procedures which are appraved by its board
ol direelors 1o enable it manage and miligale the risks that have been identified
{either by Lhe country or by the Nnancial institution) ;

{#) monitar the implementation of the controls in this regulation and enhance

them, where necessary ; and
{¢) take enhanced measures to manage and mitigate the risks where higher

risks are identified.

T—{ 1) A linancial institution shall designate its AML/CFT Chiel Compliance
Officer with the relevant competence, guthority and independence 1o implemaent
thi institution’s AMLICFT compliance programme.

(2) The AML/CFT Compliance Officer shall be appointed at management
level and shall report directly to the Board on all matters under these Regulations.

() The duties of the AML/CFT Complianee OfTicer relereed to in sub-
regulation (1) of this regulation shall inelude—

(@) developing an AMLACFT Compliance Programme

() receiving and vetting suspicious transaclion reports from staff

(e} filing Suspicious Transaction Reports (“STRs™) with the NFILU ¢

(&) filing ather regulatory retumns with the CBN and other relevant regulatory
and supervisory authorities ;

(e} rendering “nil” reports (o the CBN and NFIU, where necessary 1o ensure
compliance :

{f) ensuring that the financial institution’™s compliance programme is
implemented ;

() co-ordinating the training of staft in AML/CFT awareness, detection
methods and reporting requirements ; and

(i) servinge both as a liaison officer hetween his institution, the CBN and
NFIU and a point-of-contact for all employees on issues relating lo money
laundering and terrorist financing:
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8.—( 1) A financial institution shall aive an undertaking that it shall camply
promptly with all the requests made pursuant to the provisions of relevant AMLY
CFT laws and Regulations and provide al! requested information o the CBN,
NFIU and other competent authorities.

(2) A financial institution’s procedures for responding to authorized
requests for information on ML and FT zhall meet the following—

(e} searching immediately the financial institution’s records to determine
whether it maintains or has maintained any account for, or lias engaged inany
transdction with any individual, entity or oreanization named in the request .

{b) reporting promptly to the requesting authority the cutcome of the
search ; and

{¢) protecting the security and confidentiality of such requests.

Parr [11—OEences, MEASURES AND SANLCTIONS

9,—(1) A financial institution shall identify and file suspicious transaction
reports to the NFIU, where funds, assets or property are suspected fo have
heen derived from any of the following eriminal actjvilies—

() participation in an organized criminal group and racketeering ;
(#) terrorism, including terrorist financing :

(¢) trafficking in persons and migrant smugglings ;

(o) sexual exploitation, including sexual exploitation afchildren:
(&) illicit trafficking in narcotic drugs and psychotropic substances .
{1 illieit arms teafficking ;

(g) illicit trafficking in stolen and other goods ;

(f} corruption ;

{f) bribery ;

iy} fraud ;

(%) currency counterfeiting ;

(1) counterfeiting and piracy of products &

{n7) emvironmental crime ;

{n) murder ;

{) grievous bodily injury

() kidnapping, illegal restraint and hostage-taking ;

{g) robbery or theft ;

(r) smuggling, including smuggling done in relation to customs and excise
duties and taxes) ;

{5) tax crimes. related to direct laxes and indirect taxes |



{1 extortion ;

{#) Torgery ;

(v) piracy.

(W'} insider trading and market manipulation, or

{x) any other predicate oTence under the Money Laundering (Prohibition)
Act, 2011 {as amended) and the Terrorism Prevention Act, 2011 (as amended).

10.—{ 1 Terrorism financing offences extend oy any person or entity who
solicits, acquires, provides, collects, receives, possesses or makes available funds;
property or other services by any means o terrorists or terrorisl organizations,
direetly orindirectly with the intention or knowledge or having reasonable srounds
Lo believe that such funds or property shall be used in full or in part (o carry out
a terrorist act by a terrorist or lerrorist organization in line with section | of the
Terrorism (Prevention) Acl 2011 {as amended).

{2) Under these Regulations. terrorism inancing offences are predicate
offences for money laundering and shall apply regardless ol whether the person
or entity alleged 10 have committed the offence is in the same country or a different
country from the onein which the terroriat or terrorist organization is located or
the terrorist act occurred or will oceur.

El—( 1} A fnancial institution shall repart to the NFIL any assets frozen or
actions taken in compliance with the prohibition requirements of the relevant
United Nations Security Council Resolutions (*UNSCRs) on terrorism, financing
of proliferation of weapons of mass destruction, any future suceessor resolutions
and the Terrorism Prevention (Freczing of International Terrorist Funds and Other
Related Issues) Regulation, 2013, and any amendments that may be reflected by
the competent authorities,

{2) The reports in sub-regulation (1) of this regulation shall include all
transactions involving attempted and concluded transactions in compliance with
the Money Laundering { Prohibition) Act, 2011 (asamended), Terrornsm ( Prohibition)
Act, 20011 (a5 amended} and the Terrorism Prevention (Freezing of International
Terrorist Funds and Other Relaled Issues) Regulation, 2013, and any amendments
that may be reflected by the competent authorities.

(3) The administrative sanctions contained in Schedule ] to these Regulations
or in the Terrorism Prevention (Freezing of [aternational Terrorist Funds and
Other Related Measures) Regulations, 2013 shall be imposed by the CBN on
institutions under its regulatory purview.

12.—( 1} Financial institutions” secrecy and confidentiality laws shall notin
any way. be used to inhibit the implementation of the requivements of these
Regulations having regard to the provisions of section 38 of Econiomic and Financial
Crimes Commission Acl, 2004; scction 13 of Money Laundering (Prohibition)
Act, 2011 {as Amended) and section 33 of the CBN Act, 2007.
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(2 The relevant laws cited in sub—regulation (1} of this regulation have
given the relevantauthorities the powers required 10 access information to properly
perform their functions in combating money laundering and fnancing of terrotism,
the sharing of information between competent authorities, either domestically or
internationally, and the sharing of information between financial institutions
necessary or as may be required.

(3) Banking secrecy or preservation of customer confidentiality shall not be
invoked as a ground for objecting to the measures sel out in these Regulations or
for refusing to be a witness to facts likely to constitute an offence under these
Regulations, the relevant provisions of the Money Laundering (Prohibition) Act,
2011 {as amended), the Terrorism Prevention Act. 2011 (as amended}) and any
other relevant subsisting laws or Regulations,

Pawr IV—Custouee Dup Divciescr, Hioner Risk Customins
AND ACTIVITIES 0F  POLITICALLY Exrosin PRRSONS

13— 1} A financial institution shall undertake Customer Due Dilizence
(*CDD’} measures when—

{&) business relationships are established :

(&) carrying out eccasional transactions above the applicable and designated
threshold of US$1,000 or its equivalent in other currencies or as may be
determined by the CBN from time to time, including where the transaction is
carried out in a single aperation or several operations that appear to be linked ;

() carrying out occasional transactions that are wire transfers, including
those applicable to cross-border and domestic transfers between financial
institutions and when credit or debit cards are used as o payment system (o
effect money transfer ;

(¢f) there is a suspicion of money laundering or terrorist financing, regardiess
of any exemptions or any other thresholds referred to in these Regulutions : or

(e} there are doubts on the veracity or adequacy of previously obtained
customer identification data.

(2} The measures in parageaphs (@), (#) and {¢) of sub-regulation (1) of this
regulation, shall not apply to payments in respect of—

{{) any transfer flowing from a transaction carried out using a cradit or
debit card so long as the credit or debit card number accompanying such
transfers flow from the transactions such as withdrawals Irom a banl account
theough an ATM machine, cash advances from a eredit card or payment for
goods.

(i) Inter-financial institution transfers and settlements where both the
originator-person and the beneficial-person are financial institutions acting on
their own behalf,



(3) Financial institutions, must not afier obtaining all the necessary
dacuments und being so satisfied, repeatedly perform identification and verification
exercise every time a customer conduets a transaction except there is 2 suspicion
that the previously obtalned information is not complete or has changed.

14—{1) A Bnancial institution shall identify their customers, whether
permanent or cecasional, natural or legal persons, or legal arransements, and
verify the customers” identities using reliable, independently sourced documents,
data or information.

{2) Atinancial institution shall earry out the full range of the CDD measures
contained in these Regulations, the relevant provisions of the Money Laundering
(Prohibition) Act, 2011 (as amended), and any other relevant laws or Regulations.

{3) Financial institutions shall apply the CDD measures on a risk-sensitive
hasis,

(4} Types of customer information to be obtained and identification data to
be used to verify the information are contained in Schedule 11 ta these Regulations,

(3) Where the customer is a legal personora Tegal arrangement, the financial
institution shall—

(e} identify any person purporting to have been authorized to act on behalf
of that cystomer by obtaining evidence of the customer’s identity and verifying
the dentily of the authorized person ; and

{(h) identify and verify the legal stalus of the legal person or legal
arrangement by obtaining proof of incorporation from the Corporate Affairs
Commission {'CAC') or similar evidence of establishment or existence and any
other relevant information.

15—(1}  Afinaneial institution shall identify and take reasonable steps
to verify the identity of a beneficial-owner. using relevant information or data
obtained from a reliable source to satisfy itself that it knows who the beneficial-
owner is through methods ineluding—

ferh for legal persons

(/) identifying and verifving the natural persons, where they exist, that
have ultimate controlling ownership interest in a legal person, taking into cognizance
the fact that ewnership interests can be so diversified that there may be no natural
persons (whether acting alone or with others) exercising control of the legal
person or arrangement through ownership ;

(4] 10 the extent that it is manifestly clear under sub-paragraph (/) of this
paragraph that the persons with the controlling ownership interest are the beneficial
owners or where no natural persor exerts control through ownership interests,
identify and verity the natural persons, where they exist, exercising control of the
legal person or arrangement through other means ; and
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{ii{) where a natural person is not identified under sub-paragraph (i) or {i)
of this paragraph, financial institutions shall identify und take reasonable
measures lo verify the identity of the relevant natural person who helds senior
management position in the legal person,

(#) for legal arrangemenis— such as rustarrangem gL, financial institutions
shall identify and verify the identity af the settlor. the trustee, the protector
where they exist, the beneficiaries or class of beneficiaries, and any other
natural person exercising ultimate or e [fective control over the trust including
through a chain of cantrol or ownership ; and

{¢) for other types of legal arrangements, the tinancial institutions shall
identity and verily persons in equivalent or similar positions.

{2) Financial institutions shallin respect of all customers, determine whethet
a customer is acting on behalf of another person or nol and where the customer
is acting on behalf of another person. lake reasonable steps to obtain sufficient
identification-data and verify the identity of the other persor.

(3y A financial institution shall take reasonable measures in respect of
customers that are legal persons or legal arrangements to—

(a7 understand the ownership and comtrol structure of such a customer |
and

(h) determine the natural persons that ultimately own or control the
CustoTmer.

(4) In the exercise of its responsibility under this regulation, a financial
institution shail take into account that patural persons include those persons
wha exercise ultimate or effective control over the legal person or arrangement
and Tactors to be taken into consideration to satisfactorily perform this function
include—

{) for companies - the natural persons shall own the controlling interests
and comprise the mind and management of the company ; and

{h) for trusts — the natural persons shall be the settlor, the trustee or person
exercising effective control over the trust and the beneficiaries.

{5) Where a cuslomer or an owner of the controlling interest is a company
listed on a stock exchange and subject Lo disclosure requirements (either by stock
exchange rules or by law or other enforceable means) which impose requirements
i ensure adeguate transparency of beneficial ownership, ot is a majority-owned

subsidiary of such a campany, it is not necessary 1o identify and verify the identity
of any shareholder or beneficial owner of the company.

() The relevant identification data referred to in the foregoing regulation
may be obtained from a public register, the customer and other reliable sources.
and for this purpose, ownership of 5% Interest or more ir a company is applicable.



(73 A linancial instittion shall obtain information on the purpese and intended
nature of the business relationship of its patential customers,

(81 A linancial institution shall conduct on=going Due Dilizence on o business
relationship,

(9) I'he conduct of on-going Due Diligence includes scrutinizing the
ransactions undertaken by the costomer throughout the course of the finaneial
institution and customer relationship to ensure that the trunsactions Being
condueted are consistent with the financial instition's knowledzeof the customer,
his business, risk profiles and the source of funds.

(10) A fnancial institution shall ensure that documents, daty or information
eplluted under the DD process ore kent up-te-date and relevant by undertaking
recular periodie reviews ol existing records, particulurly the records in respect of
higher-risk business-relationships or customer cilegories,

16. A financial institution shall perforn Enhanced Due Diligence lor higher-
risk customers, husiness relationship or transactions meluding

L] non-resident custoniers
(h) privale Banking customers *

{¢) legal persons or lepal arrangements such as trusts that are persomal-
assets-holding vehicles

tel) companies that have nominee-sharcholders or shures in bearer form

(e} Politically Exposed Persons {"PEPs"). eross-border bartking and business
relationships, amongst athers -

() cross-border banking and business relationships, amd

() any other businesses, activities or prafessionals as may be prescribed
by regulatory:, SUPEIVISOTY or comperent authorities.

VP—{ 1} A financial institution shal sive special atlention to business
refutionships and transactions with persons, including legal persons and other
Nnancial institutions, ram cauntries which do not or insufficient|y apply the
VAT recomumendations.

(2} A financial institution shall report transactions that have no apparent
ceonomie or visible lawlil purpose to competent authorities with the hackground
and purpose of such transactions as far as possible; examined and writen findings
made availnhle o gssist competent authorities.

(3} A financial institution thal does u husiness with fereign Institutions
which do nat apply the provisions of FATE recommendations shall take measures,
ineluding the following—

() stringent requirements for identifying clients and enhancement of
advisories, ineluding Jurisdietion-specific financial advisories to financial
institutions for identification of the beneficial owners before business
relationships are established with individuals of companies from thal
Jurisdiction
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(b enhance relevant reporting mechanisms or sysfematic reporting of
financial transactions on the basis that financial transactions with such countsies
are more likely to be suspicious

(¢} in considering requests for approving the establishment of suhsidiaries
or branches or representative offices of financial instituticns, i countries
applving the counter measure shall take into account the fact that the relevant
Fnancial institution is from a country that-does not have adequate AML/CFT
systerns ; and

(¢f} warn that non-financial seetor businesses that transagt with natural or
legal persons within that country might tun the risk of money laundering;
limiting business relationships or financial transactions with the identified
gountry or persons in that couniry.

18.—{ 1} Politically Exposed Persons ("PEPs") are individuais who are or
have been entrusted with prominent public funetions in Wigeria or in foreign
countries, and people or entities associated with them and include—

() Heads of State or Gavernment |

(h) State Governors |

(e} Local Government Chairmen ;

(o) senior politicians :

{ey senior sovernment officials

() judicial or military ofticials ;

(s} senior executives of stale owned corporations |

(#) important political party officials :

{#y family members or close associates of PEPs ; and

(/) members of royal families.

{2y PEPs also include persens wha are or have been entrusted with a
prominent function by an internalional organization, including members alsenior

management including directors, deputy directors and members of the bourd or
equivalent functions other than middle ranking or mare junior individuals,

(3] Financial institutions shall inadditon to performing CDD measures, to
put in place appropriate risk management systems to determine whether a potential
customer or existing customer or the beneficial-owner is i PEP.

(4) Financial institutions shall obtain senior management approval belure
they establish business relationships with a PEP and shall render monthly returns
an all transactions with PEPs to the CBN and NFILL

(5) Where a custorner has been accepted or has an ongeing relationship
with a1 Frnancial institution and the custamer or beneficial-owner is subscquently
found to be or becomes a PEPR. the financial institutien shall obtain semior
management approval to continue the husiness relationship.



{6} A financial institution shall lake reasenable measures to establish the
souree of weslih and the source of funds of customers and benehNcial-owners
rdentifled as PEPs,

(7} A financial institution that is in a business relaticnship with a PEP shall
conduct enhanced and on-geing monitoring of that relationship and in the event
ol any transaction that is abnormal, a financial institution shall flag the account
and reporl the transaction immediately 1o the NFIU as a suspi¢ious transaction,

19.—( 1] For cross-horder and correspandent banking and other similar
relationships, a financial institution shall, in addition to performing the normal
CDD measures, 1ake the following measures—

(u) gther sulficient information shout a respondent institution to understand
fully the nature ofits business and determine from publicly available information,
the reputation of the institution and the qual ity of supervision, including whether
or not it has heen subject 10 a money laundering or terrorist financing
mvestigation or reulatory action -

() assess the respondent nstitution’s AMLICFT controls and asecertain
that thev are in compliance with FATF standards

{c) obtain approval from senior management hefore establishing
correspondant relationships @ and

(e} document the respective AML/CET responsibilities of the respondent
InsEition,

12) Where a correspondent relationship invelves the maintenance al pivable
through-aceount, the financial institution shall be satisfied that

() 15 customer (the respondent bank or financial institution) has performed
the narmal CDD obligations on its customers that have direct necess to the
accounts of the correspondent fnancial institwtion : and

(%) the respondent financial institution 1s able o provide relevant customer
identification data upon request 1o the correspondent financial institution,

20.—{1) A financial institution shall ident v and assess the money laundering
or terrorist financing risks that may arise in relaton to the development of naw
products snd new business praclices (inctuding new delivery mechanisms) and
the use of new or developing technologies for both new and pre~existing products,

(2) Financial institutions are to ensure that any risk assessment 1o be
tndertaken is carried out prior 1o the launeh of the new products, business practices
arthe use ol new or developing technologies are 1o be documented and dppropriate
measures laken 1o manage and mitizate such risks.

(3} A financial institution shall have policies and procedures in place to address

any specific risk associated with non face-lo-face business relationships or
tramsactions.
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(4) The pelicies and procedures riguired to be taken shall be applied
automatically when establishing customer relitionships and conducting D=L
Due Diligence and measures for managing the risks are (o include speettic and

effective O D procedurcs that apply 1o nen face-to-face customers.

21.—{ 1) All naturaj and legal persons performing Mongy or Value Transfer
Service { ‘MVTS aperators” ) shall be licensed by the Banking and Payment Systems
Department of the CBN and shall be subject to Lhe provisions of these Regulations,
the relzvunt provisions of the Money Laundering (Prohibition) Act, 2011 (as
amended), the Terrarism Pravention Act. 201 | (as amended) and any other relevant
laws or Resolations,

(2) MVTS Operators shall maintain & current list of their agents and render
quarterly returns o the CBN and the NFIUL

(34 L addition Lo the requirement specilied m his regulation. MVTE
Operators shall gather and maintain sufficient inforniation about their agents and
correspondent pperators or any other operators or institulions they are or likely 10
do business witl.

{4) MVTS Operators shall—

(e} assess their ugents” and correspondent operators” AME/CET controls
and ascertaing that such conirols are adequate and effective

{#) ohtain approval from the CBN belore establishing new correspondent
relationships ; and

(¢) document and maintain @ checklist of the respective AMLICTT
respansibilities of éach of their agents and correspondent operatars,

22—(1) A financial institution shall ensure that its loreign branches and
subsidiaries observe AML/CFT measures consistent with the provisions ol these
Regulations and apply the measures Lo the extent that the iocul or host country’s
laws and Regulations permit,

(2} Financial institations shall ensure that the principle referred to in sub-
regulation (1) of this regulation is observed by their br anches and subsidiaries
countries which do nol or insufficiently apply the requirements of these Regulations.

(31 Where the minimum AML/CFT requirements contained in these
Regulations and those of the host country differ, branches and subsidiacies aof
Migerian [inancial institutions in the host country shall apply the higher standard
provided in these Regulations and such standards shall be spplied to the extent
that the host country’s laws, regulations or other measures permil.

(41 A Fnancial institution shall infoen the CBN in writing when thels lorgign
branches or subsidiaries are umable 1o ohserve the appropriate AML/CE T measures
where they are prohibited to obstrve sueh meastres by the host country’s liws,
regulations or other measures.



(5) Fimancial institutions shall subject to the AML/CFT principles conlained
in these Repulations, apply consistently the CDD msasures at their dgroup levels,
Litking into consideration the activity of the customer with the various branches
and subsediaries,

23— 1) Forevery wire transfer of USS 1,000 or more, the ordering finaneial
nstitution shall obtain and maintain the following information relating to the
originator of the wire transter—

tar) the nume of the originator

() the arigmator’s account number (or a unigue reference number where
nesecoun number cxists) ;and

(e the ariginator’s address {which address may be substituted with a national
identily numlbaer).

(2) For every wire transter of USH 1000 or more. the ordering linancial
institution shall abtain and verily the ident ity of the originator in accordance with
the CDE requirements contained in these Regulations.

(3) For crass-border wire transfers of USS 1,000 or mote, 1he ordering
firancial institution shall include the (il originater information in sub-regulation
(1) ol this regulation in the message or the payment form accompanying the wire
Lransler

{4) Where lowever. several individual eross-border wire transters of 1S5
1000 or more from a single originator are hundled in i batch-file for transmission
to beneficiaries in another eountry, the ordering financial mstitution shoyld only
mclude the originator’s account number or unique identifier on each individual
cross-horder wire transfer, provided that the batch=file (in which the individusl
transfers arc bateched) contains fiyll originator information thae is Tully traceable
within the recipient country,

{3) For every domestic wire transfer, the erdering Mnancial institution
shall—
(e} include the full originalor information in the message or the payment
form secompanying the wire transfer © or
{h) include only the originator’s account numiber ac a unigue identifier, within
the message or payment form.

{6) The inclusion of the originator’s account number or the ariginalor’s
unique identifier ulone should be permitted by a financial institution only where
the originator™s full information ean be made available to the beneliciary financial
institution und lo the appropriate aulherities within three business days ol receiving
the request,

(7} Each intermediary and beneficiary financial institution in the payment
chain shull énsure that all the ariginater’s informaton that accom panies a wirg
transfer is transmitted with the transfer
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{%) Where technical limitations prevent the full originator information
aceompanying a cross-horder wire transter from being transmitted with a related
domestic wire tramsfer (during the necessary time to adapl payment systems), 4
record shall be kept for five vears by the receiving intermediary financial institution
o all the information received from the ordering financial institution.

%) Beneficiary's financial institution shall adopt effective risk-based
procedures for identifying and handling wire transfers that are not accompanied
b complete originater’s information.

{10} The lack of complete originator’s information is considered as a factor
in assessing whether a4 wire transfer or related transactions ure suspicious.

(11) Financial institutions shall file a Suspicious Transaction Report on wire
transliers with incomplete onginator’s information to the NFILL

{12) The beneficiary's financial institution shall restrict or even terminate its
business relationship with the financial institutions that fail to meet the standards
speeified in this regulation.

i 13) Cross-horder and domestic translers between financial institutions are
nat applicable 1o the following types 0f payments—

{d iy transter that Nows from a lransaction carried out uxing g credit or
debit card so long as the credit or debit card number accompanies all franslers
flowing from the transaction, such ag withdrawals from a bank account through
an ATM machine, cash advances (rom a credit card or payments for soods
and services, provided that where eredit or debil cards are used as 4 payment
swstem toeffect amoney transfer the necessary information sheuld be included
in the message L and

i) transfers and settlements batween financial mstitution where both the
originator person and the beneliciary person are fingncial imstitutions aeling on
thieir awn behalf

24, —( 1) Where there are low risks, financial institution shall apply reduced
simplified measures,

or
(Z) Thers are low risks in circumstances where—
(o) the risk of money laundering or terrorist inancing is lower |
(Y information an the identity of the customer and the beneficiz| ewner of
g customer 15 publicly available - ar
{¢) adequate checks and controls exist elsewhere in the national systems.
(3} In circumstances of low-risk, financial institution shall apply the
simplified or reduced CDD measures when identifying and verifying the identity
af their customers wnd the beneficizl-owners.



(4) The cireumstances which the simplified or reduced CDD measures
refer to in sub-regulation (3) of this regulation are applicable inelude cases
ol —

(e} Pinancial institutions—provided they are subject to the reguirements for
the combal o' meney laundering and terrorist (inancine which wre consistent
with the provisions of these Regulations and are supervised [or compliance
with them ;

(i1} Public companies {listed on a stock exchange or similar situations) that
arg subject (o regulatory disclosure requirements -

(¢) Insurance policies for pension schemes where there 3§ no surrender-
vitlue clause and the policy cannol be vsed as collaeral © and

{«f) a pension, superannuation or similar scheme that provides retirement
benelits 1o employees, where contributions are made by way ol deduction
from wages and Ihe scheme rules da not permit (he assignment of a member's
interest under the scheme,

(3) Finaneial institution shall not apply the simplified CDD measures to o
customer where there is suspicion of money laundering or terrorist financing or
specific higher risk scenarios and in such a circamstance. enhanced Thie Dilizence
is mandatory.

(0) Financial institutions shall adopt CDD measures on 4 risk sensitive-
basis and have regard to risk involved in the type of customer, product, Transaction
ar the location ol the customer and where there is douht they are directed to
clarify with the CBN,

15— 1} A financial institulion shall obigin and verify the identity of the
customer, benelicial-owner and oécasional customers before or during the course
ol establishing 2 business relationship or conducting transactions for them.

(2) Financial institutions are permitted (o complete the verification af the
identity of the customer and benelicial owner tollowing the establishment of the
business relationship, only where—

{er) this can 1ake place us soon as reasonably practicable ;

(O} il is essential not to interrupt the normal business conduct of the
customer in cases of non luce-lo-face business. securilies transacliions and
others ; or

{¢') the money laundering risks can be effectively managed,
{(3) Where a customer is permitled to utilize the business relationship prior

Lo verilication, financial instilutions shall adopl risk management procedures
relevant to the conditions under which this may oceur.

(4} The procedures contemplaled under sub-regulation (3) of this resulation
shall include & set of measures such as—

(a) limitatien of the number. Lypas or amount of transactions that may be
perfommed ; and
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() the monitoring of large or complex transactions being carried out autside
the expected norms for that type of relationship.

26.—4 11 A hnaneial institution shall apply CDD requirtements o existing
customers on the basis of materialicy and risk, and continue o conduct Dus
Liilizence on such existing relatonships at appropriate times.

(2} Theappropriate time to conduct CBD by financial institutions iz where —

{a) a transaction of signilicant value takes place |

{h) a customer documentation standards change aithatantinlly ;

{¢) there is u material change in the way thal the account is operated | or

(ef) the institution becomes aware that it lacks sufficient information ubout
on existing Cusiomear,

(3} A linancial Institution shall proserly identi v the customer 1o accordance
with the criteria contained in these Regulations and the custemer identilication
records shall be made available w the AML/CEFT compliance officer. other
appropriate staff and competent authotities,

27— 11 A finaneial institwion that (eils o comply with the CDD measures
pursuant o these Repulations shall

{ar) not be permitted 10 open the aceount, commence business relations or
perfonm the transaction ;and

() be required 1o render a Suspicious Transaction Report to the NFIUL
[2) The finuneial instition that has commenced the business relationship

shall terminate the husiness relationship and render Suspicious Transsetion Reporls
1o the MEFIL.

(3 Where, u linancial institution suspects that trapsactions relate to money
latndering or terrerist fimaneing, during the establishment or course ol the customer
relationship. or when conducting ecepsional ransacticns, it shall imimedistelv—

{ery obtain and verify the identity of the customer and the benelicial awner,

whether permanenl or occasional, irrespective of any exemption or any
_desipnated threghold that mighl otherwise apply - and

{h) render a Suspicious Transaction Report (STR™) to the NEFIL without

delay.

{4) Where a financial Institution suspects that a transaction relates 10 money
laundering or terrarist financing and it believes that performing the CID process
shall tip-aff the customer, it shall

fed not purswe the CDD process, and

(M) filean STR to the NFIU without delay.



(3) A Ninancial institution shall ensure that itz employees are gware of, and
sensitive 1o the issues mentioned under this regulation.

(6) When asscssing risk, financial institution shall consider all the relevant
risk factors before determining the level of averall risk and the appropriate level
of mitigation ta be applied,

(7) Financial institutions are allowed to differentiate the extent of measures,
depending on the type and level of risk for the various risk factors and in a
particular situation they may—

() apply the normal CDD for customer deceptance measures |
{#) enhanced CDD for on-going monitoring ; or

(¢} apply any of the procedures as may be considered appropriate in the
eircumstance,

28.—{1) A Mmancial institution that relies upon a third party to conduct its
CDD shall—

(e} immediately obtain the necessary information concerning the froperty
which has been laundered or which constitutes proceeds from instrumental ities
used in or intended for use in the commission af maney laundering and financing
of terrorism ar other relevant offences 3 and

(0} satisTv jtself that copies of identification data and other relevant
documentalion relating to the CDD requirements shall be made available from
the third party upon request without delay.

{2) The financial institution shall satisty itself that a third party is a regulated
and supervised institution and that it s measures in place to comply with
fequirements of CDD reliance on intermediaries and other third parties on CDD
as contained in these Regulations.

(3) Financial institutions relyin & on intermediaries or other third parties who
have no outsoureing, agency, business relationships, BCCOUNts ar transactions
with it or their clients shall perform some of the elements of the CDD process on
the introduced business.

{4} The criteria to be met in carrying the elements of the CDD process by
the financial institution referred (o iy sub-regulation (3) of this regulation are to—

(a} immediately obtain from the third party the necessary information
concerning certain elements of the CDD process ;

() take adequate steps to salisfy itself that copies of identification data and
ather relevant documentation relating to CDD requirements shall be made
available from the third party upon request without delay -

{c) satisfy themselves that the third party is regulated and supervised in

accordance with Core Principles of AML/CET and has measures in place to
" comply with the CDD requirements set out in these Regulations | and
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(o) ensure that adequate Know Your Customer (“KYC ") provisions are applied
ta the third party in order Lo abtain account information or competent authorities,

(5) Notwithstanding the conditions spetified in this regulation, the ultimate
respensibility for customer identification and verification shall be with the financial
imstitution relying on the third party.

Papr V—Mantenancl 0F RECoRDs

29.—(1) A financial institution shall maintain all necessary records of
transactions, both domestic and international for at least five years afler completion
of the transaction ot such longer period as may be required by the CBN and
NEIU, provided that this requirement shall apply regardless of whether the account
ar husiness relationship is on-going or has been terminated.

{2) The components of records of transaction to be maintained by {inancial
institutions include the—

(a) records of customer’s and beneficiary's names, addresses ar other
identifying information normally recorded by the intermediary ;

(#) nature and date of the transaction
(¢} type and amaount of currency involved | and
{df) type and identifying number of any accoun! involved in the transaction.

(3) Financial institutions shall maintain records of the identification data,
aceount files and husiness correspondence for at least five years alter the
termination of an account or business relationship or such longer period us may
be required by the CBN and NFIL,

{4) A financial institution shall ensure that all customer-transaction records
and information are available on a timely basis to the CBN and MNFIL,

30— 1) A financial institution shall pay special attention to all complex.
unusually large transactions or unusual patterns of wransactions that have no visible
cconomic or lawful purpose,

{2) A financial institution shall Investigate suspicious transactions and reporl
its findings to the NFIU immediately, in compliance with the provision of section
6(2) ¢y of Money Laundering (Prohibition) Act, 2011 (as amended).

(3} For the purpose of sub-regulation (1) of this regulation, complex or
unusually targe transaction” or, *unusual pattern of transactions” include significant
transactions relating Lo a relationship, transactions that exceed certain limils, very
high account turnover inconsistent with the size of the balance or transuctions
which fall outside the resular pattern of the account’s aclivity.

31.—{1) Where a transaction—
{a) involves & frequency which is unjustifiable or unreasonable :
{h) is surrounded by conditions of unusual or unjustified complexity ;

(c) appears to have no economic justification or lawful objective ; or



{¢f) in the opinion of the financial institution invoelves terrorist financing or is
inconsistent with the known transaction pattern of the account or business
relationship,
the transaction shall be deemed to be suspicious and the financial mstitution
shall seck information from the customer as 1o the origin and destination of the
fund, the aim of the transaction and the identity of the beneficiary.

(2) Where a financial institution suspeects that the funds mentioned under
sub-regulation (1) of this rezulation—

(e} are derived from legal or illegal sources but are intended Lo be used for
am act of terrorism ;

i &) are proceeds of a crime related to terrorise financing ; or

(¢) belang to a person, entity or organization considered as terrorists,

it shall immediately and without delay report the matter to the NFIU and shall
not be liable for violation of the confidentiality rules and banking secrecy
obligations for any lawful action taken in furtherance of this obligation.

(3) A financial institution shall immediately and without delay : but not later
than within 24 hours—

(¢} draw up a written report containing all relevant information on the
transaction, wgether with the identity of the principal and where applicable, of
the beneliciary or beneficiariey |

{#) 1ake appropriate action 1o prevent the Jaundering of the proceeds of a
crime, an illegal act or financing of terrorism : and

() report Lo the NFIU any suspicious transaction. stating clearly the reasons
for the suspicion and actions taken,

{4) The obligation on financial institutions provided for in this regulation
shall apply whether the transaction is completed or not.

(3) A financial institution that fails to comply within the stipulated timeframe
with the provisions of—
{er) sub-resulation {1} of this rﬁaulaimn is lable to a fine of &1, 000,000 far
each day the affence subsists ; ¢

(&) sub-regulation {2) of this ro:r-_mlatiun 1s liable to sanction as stipulated
under the Terrcrism (Prevention) Act, 2011 {as amiended),

(6) Anv persen whe being a divector or emploves of a financial institution
warns or in any other way intimates the ow..er of'the funds invelved in a suspicious
transaction report, or who refrains from making the report as required, is liable to
i fine of not less than M 10,000,000 or banned indefinitely or for a period of not
fess than 3 vears from practicing his profession.
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{7) The directors, officers and employees of financial institutions who carry
out their duties in good faith shall not be liable to any civil orcriminal Hahility, or
have any eriminal or civil proceedings brought against them by their customers.

32,—{1) A finaneial institution shall have a written Palicy Framework that
guides and enables ils staff to monitor, recognize and respond appropriately to
suspicious transactions in addition o the list of Money Laundering “Red Flags”
provided for in the Third Schedule to these Regulations,

{2) Every financial institution shall appropriately designate an officer as the
AML/CFT Compliance Officer to supervise the monitoring and reporting of térrors
financing and suspicious transactions, among other duties,

{3) Financial institutions shall be alert to the various patterns of conduct
that are known to be suggestive of money laundering, and shall maintain and
disseminate a checklist of such transactions to the relevant staft.

{4) Whenany staff of a financial institution detects any “red flag" or suspicious
maney laundering or terrorist financing activity, the institution shall promptly
institute a “Review Panel” under the supervision of the AML/CFT Compliance
Officer and every action taken shall be recorded.

{(5) A financial institution and its staff shall maintain confidentiality in respect
of any investigation conducted in pursuance of these Regulations and any suspicious
transaetion report that may be filed with the NFIU consistent with the provision
of the Money Laundering (Prohibition) Act, 2011 (asameénded) and the Terrorism
(Prevention) Act, 2011 (as amended}, and shall not say anvthing that might “tip
off” any person or entity that is under suspicion of money laundering.

{6) A financial institution that suspects or has reason to suspect that funds
are the proceeds of a criminal activity or are related to terrorist financing shall
promptly report its suspicions to the NFIU,

{71 All suspicious transactions, including attempted transactions are to be
repotted regardless of the amount invalved,

(&) The requirerment to report suspicious transactions applies regardless of
whether they are considered to involve tax matters or other matters.

{9) Financial institutions, their directors, officers and emplovess whether
permanent or temporary, are prohibited from disclosing the fact that a report of'a
transaction shall be filed with the competent authorities.

{10} In compliance with the Terrorism (Prevention) Act, 2011 {as amended),
finaneial institutions are also required to, forward to the NFIU without delay but
not later than within 24 hours, reports of suspicious transactions relating 10—

(@) funds derived from iflegal or legal sources are intended to be used for
any act of terrorisim ;

(&) proceeds of a crime related to temorism financing : or
(¢} procesds belonging to a terrorist, terrorist entity or organization,



Parer VI—howmoring, Iniernal Conrrors, PRemumions AND SANCTIONS

33— 1} A linancial institution shall establish and maintain internal procedures,
policies and contrals to prevent money laundering and financing of terrorism and
Lo communicate these to their employees.

{2) The procedures, policies and controls established by financial institution
shall cover operational matters ineluding the CDD, record retention, the detection
of unusual and suspicious transactions and the reporting ohlization,

(3} The AML/CFT Compliance Officer and appropriate stafl are to have
timely access o customer identilication data, CDD information, transaciion records
and other relevant information.

(4) Financial institutions are aceordingly required to develop programs a ainst
moeney laundering and terronist financing, such as—

{er) the development of internal policies, procedures and controls, including
appropriate compliance management arrangement and adequale scresning
procedures to ensure high standards when hiring employees |

(h) on-going employee training programs to ensure that employees are kept
informed of new developments. including information on curreni ML and FT
technigues, methods and trends ;

() providing clear explanalion of all aspects of AML/CFT laws and
obligations, and in particular, requirements concerning CDD and SUSpIcious
transaction reporting : and

(/) adequately resourced and independent audil function 1o test compliance
with the procedures, policies and controls.

{(5) A tinancial institution shall put in place a structure that ensures the
operational independence ol the Chief Compliance Officer (*CCO") and Branch
Compliance Officers.

34.—{1) Failure to comply with the provisions contained in these Regulations
shall attract appropriate sanction in accordance with the provisions of the MLPA,
2011 (as amended), existing laws on AML/CFT and as provided for under the
provisions of the Second Schedule 1o these Resulations.

(2} A fnancial institution, its officers or employees shall nol benefit from
any violation of extant AML/CFT laws and Regulations.

(3) A financial institution that fails to comply with, or contravenes the
provisions in these Regulations, shall be subject to sanctions by the CBN (includin 2
the suspension or withdrawal of its operating licence).

(4) Any individual, being an official of a financial institution, who fails to
take reasonable steps Lo ensure compliance with the provisions of these Regulations
shall be sanctioned accordingly based on relevant provisions of the Money
Laundering (Prohibition) Act, 2011 (as amended), the Terrorism (Prevention)
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Act, 2011 (as amended) and any other relevant law or Regulations, the extanl
administrative sanction regime issued by the Central Bank of Migeria or direction
by the Attornev-General of the Federation: including revecation, suspension or
withdrawal of professional licences by appropriate self - regulatory organizations.

{5) Criminal cases involving officers and the financial institutions shall be
referred to the relevant law enforcement agencies for prosccution and the offender
shall be lable to forfeit any pecuniary benefit obtained as a result of the violalion
or breach.

(6) Incidence of [alse declaration, false disclosure. non-declaration or non-
disclosure of returns to be rendered under these Regulations by a financial institution
or its officers shall be subject to admmistrative review and sanctions as stipulated in
these or other Resulations and the appropriate administrative ar ¢ivil penaltics applied.

35—(1) A financial institution shall not keep anonymous accounts ar
accounts in fietitious names.

(23 A financial institution shall not establish correspondent relationships
with high risk foreign banks, including shell banks with no physical presence in
any country or with correspondent hanks that permit their accounts to be used
by such banks.

{31 Shell banks are prohibited from operating in Nigsria as provided in
Money Laundering (Prohibition) Act. 2011 (as amended).

{4y A financial institution shall—

(o) not enter inlo or continue respondent or correspondent banking
relationships with shell banks; and

{#) satisfy itsell that a respondent financial institution in a foreign country
does nol permit its accounts to be used by shell banks.

{5} A financial institution, corporate body or any individual that contravenes
the provisions of this regulation shall on conviclion be liable to a fine of nat less
than 310,000,000 and in addition to the—

{¢r) prosecution of the principal officers of the corporate body | and

{#) winding up and prohibition of its re-constitution or incorporation under
any form or guise.

(&) A financial institution shall take all necessary measures o satisfy iself
that respondent financial instilutions in a foreign country do not permit their
accounts w be used by shell banks.

36.—(1} A financial institution shall report in wriling any single transaction,
ledgment or transfer of funds in excess of #5,000,000 and 10,000,000 or their
equivalent made by an individual and corporate body respectively to the NFIL in
accordance with seetion 10 (1) of the Maney Laundering { Prohibition) Aet, 20H 1
{as amended).

{2} In compliance with section 2( 1) of the Money Laundering (Prohibition)



Act, 2011 {as amended) financial institutions shall render reports in wriling on
transfers to ar from a foreign coonntry of funds or securities by a person or body
corpotate including a Money Service Business of a sum exeeeding USS10,000 or
its equivalent to CBN, Securities and Exchange Commission (*5EC") and the
NFIU within 7 davs from the date of the transaction.

(3} Details ofa report sent by a financial institution to the NFIL shall not be
disclosed by the institution or any ol its olficers to any other person.

37.—(1) A hpancial institution shall design comprehensive employee
education and training programmes, to make employees fully aware of (heir
abligations and also to equip them with relevant skills required Toe the effective
discharge of their AML/CFT Lasks.

{2) The timing, coverage and conten of the employee raining progranune
shall be tailored to meet the needs of the financial institution to ensure compliance
with the requitements and provisions of these Regulations.

{3) A financial institution shall provide comprehensive training programmes
for stalT covering compliance officers and as part of the orientation programmes
for new stall and those posted Lo the front office, banking operations and branch
office stafl, particularly cashiers, account opening. mandate, and marketing stafT,
internal control and audit staft and managers.

(4} A financial institution shall render quarterly returns on their level of
compliance on their education and training programines to the CBN and NEFILL

(5} Anemployee training programme shall be developed under the guidance
of the AML/CFT Compliance Officer in collaboration with the top Management.

() The basic elements of the employee training programme of financial
institutions shall inelude—

(e} AML Regulations and offences ;
() the mature of money laundering ;

{¢) maney laundering ‘red flags’ and suspicious transactions, including
trade-based money laundering lypologies :

(¢} reporting reguiremaents |

{¢) Customer Due Diligence ;

i) risk=based approach o AML and CFT ; and

{r) record keeping and retention policy.

{7} A financial institution shall submit its annual AML/CFT employee training

progrmmme for the following year to the CBN and NFIU at the end of June and
December every financial year.
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38.—(1) A financial institution shall monitor their emplayees' accounts for
potential signs of money laundering,

{2) A fnancial institution shall subject employees’ sceounts o the same
AML/CFT procedures as applicable to other customers' secounts.

{3) The requirement specified in sub-regulation (2} of this regulation shall
be pertormed under the supervision of the AML/CFT Chiel Complignee QNcer
and the account of this efficer i5 in wen W be reviewed by the Chiel Internal
Auditor ora person of adequate and similar seniority.

(4} Compliance reports including findings shall be rendered to the CBN and
NFIU at the end of June and December of every year.

(3} The AML/CFT performance review of stafl shall be part of emplavees’
annual performance appraisals,

39.—(1) A financial institution shall make it possible for employees to repord
any violations of the inslilution’s AML/CFT compliance programme to the AML/
CFT Compliance Officer.

(2} A financial institution shall direct its employvees in wriling to always co-
aperate fully with the Regulators and |law enforcement agents and to promptly
report suspicious transactions to the NFIL,

(33 Where the violations invelve the Chief Compliance OfMicer, emplayees
shall report the violations tc a designated higher aut hority such as the Chief Internal
Auditor, the Managing Director or in confidence to the CBN or to the NFIL.

(4) Afinancial institution shall inform its employees in writing to make their
reports confidential and 1o assure employees of protection from victimization gs
a result of making any report.

40.—(1) A financial imstitution shall review, identify and record other areas
of potential money laundering risks not covered by these Regulations and report
the nsk quarterly to the CBN and NFIL,

{2) A financial institution shall review its AML/CFT fraineworks from time
to ime with a view to determining their adequacy and wdentifving other aress of
potential risks not covered by the AML/CFT Regulations.

41. After carrying oui the review of the AML/CFT framework and identified
new areas of potential money laundering vulnerabilities and risks, financial institution
shall design additional procedures and mitigants as contingency planin their AML/
CFT Operational Manuals with indication on how such potential risks shall be
appropriately managed where they crystallize and details of the contingency plan
rendered to the CBN and NFIU on the 315t December of every financial year,

42—(1) A financial institution shall make a policy commitment and subject
s AML/CFT Compliance Programme to independent-testing or require its internal
audit function to determine the adequacy. completencss and effectiveness of the
programime.



(2} Report of compliance by a financial institution shall be rendered L the
CBN and NFIU by 31st December of every financial year and any identitied
weaknesses or inadequacies promptly addressed by a financial institution.

43— 1) The ultimate responsibility for AML/CFT compliance is placed on
the Board and top Management of every financial institution in Nigeria.

(2} The Board of a financial instiustion shall ensure that a comprehensive
operational AML/CFT Policy and Procedure is formulated annual ly by Management
and presented to the Board for consideration and formal approval,

(3) Copies of the approved AML/CFT Policy and Procedure referred 1o in
sub-regulation (2) of this regulation shall be forwarded 1o the CBN and NFIU
within six months of the release of these Regulations,

(4) Monthly reports an the AML/CFT compliance status of a financial
institution shall be presented to the board by the Chief Compliance Officer for its
mformation and necessary action,

44. Every linancial institution shal! have a comprehensive AML/CFT—
compliance programme to guide its efforts and to ensure the diligent implementation
of its programime, to entrench in the institution 4 culture of compliance, to minimize
the risks of being used to launder the proceeds of crime and also to provide
protection against fraud, reputation and financial risks.

Part VII—Guuaner: on Know Yo Cusromer (“KYC™)

46.—(1) To further deepen financial inclusion, a three tisred KY€ standard
shall be utilized to ensure application of flexible gecount opening requirements for
low-value and medium value accounts which shall be subject to caps and
restrictions as the amounts of transactions increase where the account opening
requirements shall increase progressively with less restrictions on operations stated
in this regulation.

(2} Tier one for whicl—

(e} basie customer information required 1o be provided are :

(i} passport photograph
{if) name, place and date of birth :
(fif) gender, address, telephone number, ete -

() information in paragraph (a) of this sub-regulation may be sent

elecironically or submilted onsite in bank s branches or agent’s office:

(¢} evidence ol information provided by a customer or verification of same

is not reguired ;

() the secounts shall be closely monitored by the financial institution

(e} the accounts may be opened at branches of the financhial institutions by
the praspective customer or through banking agents |

() no amount is required for opening of accc unts -
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(#) such accounts may cover Mobile Banking products, issued in
accordance with the CBN Regulatory Framework for Mobile Paviments
Services in MNigeria ;

(4} deposits may be made by account holder and 3rd parties while withdrawal
is restricted to aceount holder only ¢

{#) may be linked to mobile phone accounts :
(/) operation is valid only in Nigeria
&) limited ATM transactions are allowed ;

(1) a maximum single deposit amount is limited to ™20,000 and maximum
cumulative balance of #200.000 at any point in time |

(m) International funds transfer is prohibited ; and
() accounts are strictly savings ;
{37 Tier two for which—

{¢) evidence of basic customer information such as passport photograph,
name, place and date of birth, gender and  address is required :

(k) items in paragraph (o) of this regulation may be lorwarded electronically
or submitted on-site in banks’ branches or agents’ offices ;

{} customer information obtained shall be against similar information
contained in the official data-hases such as National Tdentity Management
Commission (NIMC). Independent National Electoral Commission (INEC)
Voters Register, Federa! Road Safety Commission (FSRC) among others ;

() accounts may be opened face Lo face at any branch of a bank by agents
for enterprises used or mass payroll or by the account holder ;

{e) evidence of bastc customer information is required at this level and
identification, verification and monitoring by financial institutions are also
required :

{) accounts may be contracted by phone or at the institution’s website;
(g} accounts may be linked to 4 mobile phone

(#) may be used for funds transfers within Nigevia only ;

{fy the accounts are strictly savings |

(/) no amount is required for opening of the accounts ;

{#) such accounts cover Mobile Banking products {issued in accordance
with the CBN Regulatory Framework for Mobile Payments Services in
Nigeria) ;

{f) maximum single deposit of ¥50,000 and a maximum cumulative balance
of }400,000 are allowed at any time ; and

{m) withdrawal shall be denied where cross-checking of client’s
identification information is not completed at the point of account opening.



{4} Tier three for which—

{&r) a financial mstitution shall obtain, verify and maintain copies of all the
required documents for opening of accounts in compliance with the KYU
requirements contained in these Regulations

(H) no amount is required for opening of the accounts ;
{¢) there is no limit on cumulative balance, deposit and transactions, and
(o) KYL requirements shall apply,

46.—(1) A Financial institution shall not establish a business relationship
unitil the relevant parties o the relationship have been identified, verified, and the
nature of the business they intend to conduct ascertained.

{2} Where an on-going business relationship is established, any activity that
is not consistent to the business relationship  shall be examined to determine
whether or not there are elements of money laundering, terrarist financing or any
SUSPICION activity.

{3) The first requirement of knowing vour customer for money laundering
and lerrorist fnancing purposes, 15 tor the financial institution to be satisfied that
a prospective customer 15 who hie claims o be.

{4} A Financial institution shall not engage in any fimancial business or
provide advice to a customer or potential customer except where the financial
institution is sure or certain as to who that person actually is.

(5) Where a customer iz acting on behalf” of another in a siation where
funds are supplied by someone else or the investment is to be held in the name of
someone else. a financial institution shall verify the identity of the ¢customer. the
agent or trustee except where the customer is itself a Nigerian regulated financisl
institution.

{6) A Financial institution shall obtain evidence of identification of its
eustomers.

(7)1 & financial institution shall identify all relevanl paities o a business
relationship from the beginning in accordance with the general principles of
abtaining satisfactory identification evidence set out in these Regulations,

47. (1} A financial institution shall obtain sufficient information on the
nature of the business that its customer intends to undertake, including expected
or predictable pattern of (ransactions.

(2} The information obtained before the commencement of the business
shall include—

(e} purpose for opening the account ot establishing the relationship |
ih)y nature of the aotivity that is to be undertaken ;

e} expected origin of the funds to be used during the relationship ; and
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(¢f) details of occupation, employment or business activities and sources of
wealth or income,

{3) A financial institution shall take reasonable steps to keep the imformation
up-to-date as the opportunities arise, include where an existing customer opens a
new Hecount

(4 Any information obtained during any meeting, discussion or other
communication with a customer shall be recorded and kept in a customer’s file to
cnsure, as far as practicable, that current customer information is readily aceessible
by the Anti-Money Laundering Compliance Officers ("JAMLCOS") or relevant
regulatory bodies.

48.—( 1) A fnancial institution shall take a nisk-based approach of KYC
requirements.

{2} A financial institution shall decide on the number of times to verity the
customers” records during the relationship, the identification evidence required
and when additional checks are necessary and its decisions shall be recorded.

£3) A financial institution shall for personal account relationships, identify
and verify all jointzaccount holders.

{4) A fnancial institution shall for private company oc partnership, identify
and verify the principal ownears or controllers,

{3) The identification evidence obtained from the beginning of a business
relationship shall be reviewed against the inherent risks in the business or service.

49. The customer identification process shall continue to exist throughout
the duration of the business relationship.

{2) The process of conflirming and updating identity and address, and the
extent of obtaining additional KYC information collected may differ from one
type of financial institution to another,

{3) The general principles for establishing the identity of legal and natural
persons and the guidance on obtaining salisfactory identification evidence set oul
in these Regzulations are not exhaustive.

50. In determining & customer’s identity under these Regulations, the
following shall be considerad—

(¢t} the name used :
() date of birth ;
(£} the residential address at which the customer can be located |

{¢fy inithe case of a natural person, the date of birth shall be obtained as an
impartant identifier in support of the name and there shall be no obligatien to
verity the date of birth provided by the customer ; and



(o) where an international passport, driver's licence. INEC voler’s card or
national identity card is taken as evidence of identity, the number, date and
place or country of issue {as well as expiry dite in the case of intermnational
passport and driver’s licence) shall be recardad.

51— 1} The identity of a customer shall be verificd whenever a business
relationship is to be established, on account opening, during ong-off transaction
or where a serics of linked transactions lakes place.

(2} In these Regulations, ™transaction™ include the giving of advice and
“advice™ under this regutation shall not apply where information is provided on
the availability of products or services and when o Tirst mterview or discussion
prior toestablishing a relationship takes place.

(3) Where the identilication procedures have been completed and business
relationship established, as long as contact or aclivity is maintained and records
concerming that complete and kept, no further evidence of identity shall be
undertaking when another transaction or activity is subsequently undertaken.

(4} Where an investor ltnally realizes the investment made (wholly or
partially ), where the amount payahle is USS | 000 or ils equivalent or above or
such other monetary amounts as may, from tme o tme be stipulated by any
applicable mongy laundering legislation or Regulations, the identity of the investor
shall be verified and recorded where this had not been done previously,

(3} Where there is a redemplion or surrender of an investment (wholly or
partially}, a fimancial institution shall take reasonable measures 1o establish the
identity of the investor where payment s made to-—

{er) the legal owner of the investment by means of a cheque crossed “account
paves” ; or

{#) a bank sccount held (solely or jointly), in the name of the legal owner of

the investment by any electronic means.

52— 1) Financial institulions shall obtain suMicient evidence of the client's
identity to ascertain that the client is the person he claims to be,

{2) Where a person is acting on behalf ol another, the obligation is o oblain
sufficient evidence of identities of the two persons involved,

53.—(1} MNotwithstanding (he provisions of reculation 52 of these
Regulations. in situation of consortivm lending, the lead-manager or agent shall
supply a.conlinmation letter as evidence that he has obtained the required identity.

{2} There is no abligation to look beyond the client where
(&) the client is acting on its own account (rather than for a specific client
or wroup of clients) ;

ifr} the client is a bank, hroker, fund manager or other regulated financial
imstitulions ; or
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(¢} all the businesses arc to be undertaken in the name ol a regulated financial
institution. .

54, In other circumstances, except where the client is a regulated financial
institution acting as agent on behall of one or mere underlying clients within
Nigeria, and has given written assurance that it has obtained the recorded evidence
ol identity to the required standards, identification evidence shall be verified for—

{er) the named account holder or person in whose name an investment is
registered ;

{#) any principal beneficial owner of funds being invested who is not the
account holder or named investor ;

{¢) the principal controller of an account or business relationship includine
those who regularly provide instructions ; and

{f) any intermediate partics including cases where an aceount is managed
or owned by an intermediary.

55, A financial institution shall identify directors and all the signatories to
an agcount.

56, Identification evidence shall be obtained lor all joint applicants or
pecount holders.

57. For higher risk business undertaken for private companies including
those not listed on the stock exchange sufficient evidence of identity and address
shall be verified in respect of—

(¢} the principal underlying beneficial owner(s} of the company with 5%
interest and above ; and

(#) those with principal control over the company's assets (e.g. principal
controllers or directors).

58, A financial institution shall—

(&) be atalert in circumstances that may indicate any significant changes
in the nature of a business or its ownership and shall make enquiries
accordingly; and

{(h) observe the additional provisions for High Risk Categories of
Customers under AML/CFT directive in these Regulations,

50— (1) A financial institution shall obtain and verity the identity of thosc
providing funds for Trusts.

(2} The Identity of those providing funds for Trust envisaged under these
regulations include the settior and those who are authorized Lo invest, transfer
funds or make decisions en behalf of the Trust such as the principal trustees and
conteollers who have power to remove the Trustees,



60. Where an investor sets up a savings account or a regular savings
scheme whereby, the funds are supplied by one person for investment in the
name of another (such as in the case of @ spouse or a child), the person who
[unds the subscription or makes deposits into the savings scheme is for all intent
and purposes, the applicant for the business in question and for such person,
identification evidence shall be oblained in addition o that of the legal owner.

6l.—{ 1} ldentilication evidence shall be obtained at the outset for all
investors, excepl personal pensions connected to a policy of insurance taken out
by virtue of a contract of employment or pension scheme,

(2) Personal pension advisers are charged with the responsibility ol oblaining
the identification evidence on behalf of the pension fund provider and confirmation
that identification evidence has been taken shall be provided on the transfer of a
pension t anolher pension fund provider.

62.—(1} An scceptable time-span for abtaining satisfactary evidence of
identity is determined by the nature of the business, the geographical location of
the parties and the possibility of obtaining the evidence before commitments are
enteted into or actual monies given or received.

(2) Any business conducted before satisfactory evidence of identity has
been obtained shall only be in exceptional cases and under cireumstances that can
be justified with regard to the risk and in such a case, financial institution shall—

(«r) obtain identification evidence as soon as reasonably practicable afier it
has contact with a client with a view to agrecing with the elient to carry out an
initial transaction or reaching an understanding, whether binding or not, with
the client that it may carry out future transactions : and

() where the client does not supply the required information as stipulated
in paragraph (o) of this regulation, the financial institution shall discontinue
any activity it is conducting for the client and bring to an end any understanding
reached with the client.

(3) A financial institution shall also observe the provision in the timing of
verification under the AML/CFT directive contained in these Regulations.

{(4) A linancial institution may however start processing the business or
application immediately, provided that it—
{e) prompily takes appropriate steps 1o abtain identification evidence : and

(f) does not wansfer or pay any money out to a third party until the
identification requirements are carried out,

63.—(1) The failure or retusal of an applicant to provide satisfactory
identification evidence within a reasonable time and without adequate explanation
may lead to a suspicion that the depositor or investor is engaged in money laundering
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{2y A financial institution under the situation stipulated in sub-regulution (1)
of (his regulation shall immediately make an STR o the NFIU bascd on the
information in its possession before the funds invelved are returmed 1o the potential
client or orginal source of the Tunds,

(3) A financial institution shall have in place written and consistent policies
of closing an account ar unwinding a lransaction where satisfactory evidence of
identity cannot be obtained.

{4) A financial institution is also required to respond promptly to inquiries
misde by competent authorities and financial nstitutions on the identity ol their
customers.

6d.—(1) A [Anancial institution shall ensure that il is dealing with a real
person or arganization whether natural, corporate or legal, by obtaining sufficient
identification evidence.

{27 Where reliance is placed on a third party to identify or verify the
identity of an applicant, the overall responsibility for obtaining satisfactory
identification evidence rests with the secount holding financial institution,

{3) Inall cases, it is mandatory Lo abtain satistactory evidence that a person
lives at the address he provided and that the applicant is that person or that the
company has identifiable owners and that its representatives can be located at the

address provided.

(4} The identification process should be cumulative, as no single form of
identification can be fully cuaranteed as genuine or representing correct identity.

{5) The procedures adopted o verify the identity of private individuals,
whether or not identification was done face-to-lace or remotely, shall be stated in
the customer's file and the reasonable steps taken to avoid single;, multiple fictitious
applications. substitution (impersonation) or fraud shall be stated also by the
finanéial institution in the client’s fle.

(6 An introduction from a respected customer, a person personally known
to a Director ar Manager or a member of staff often provides comfort but shall
not replace the need for identification evidence requirements to be complied with
as setout in this Regulation.

{7} Details of the person who initiated and authorized the introduction
should be kept in the customer’s mandate {ile along with other records and the
CHrectars or Senior Managers shall insist on the preseribed identification procedures
tar every applicant.

65.—{ 1) Where an existing customer closes one account and opens anather
T enlers into a new agreement o purchase products or services, it shall not be
necessary Lo verify the identily or address for such a customer unless the name
ar the address provided does not tally with the information in the financial
institution’s records, provided that procedures are pul in place to guard against
impersonation or frand.



(2) The opportunity of opening the new account referred to in sub-regulation
(1) ol this rezulation shall be utilized to ask the customer to confirm the relevant
détails and o provide any missing KYC informadon and where—

(e} there was an existing business relationship with the customer and
identification evidence had not previously been obtained ;

(h) there had been no recent contact or correspondence with the customer
within the past three months ; or

{e) a previously dormant account is re-activated.

{3} In the circumstances in sub-regulation (2) of this regulation, details of
the previous account and any identification evidenee previously obtained or any
introduction records shall be linked to the new account-records and retained for
the preseribed period in accordance with the provisions of these Regulations,

66.—(1) In order to guard against the dangers of postal-interception and
fraud, prospective customers shall not be asked o send originals of their valuable
personal identily documents including international passport. identity card, drivet’s
licence, by post.

2} Where there is no face-to-face contact with a customer and documentary
evidence is required, certified true eopies by a lawver, notary public or court of
competent jurisdiction, banker, accountant, senior public serviant or their equivalent
in the private sector shall be obtained provided that the person undertaking the
certification i3 known and capable of being contacted. In the case of a foreizn
national, a copy of international pussport, national identity card or documentary
evidence of his address shall be certified by—

(&) the-embassy, consulate or high commission of the country of issue :
(h) asenior official within the account opening institution : or
() a lawyer or notary public.

{3) Certified True Copies of identification evidence are to be stamped, dated
and signed “original sighted by me" by a senior officer of the financial institution.

{4) A linancial institution shall always ensure that a good production of the
thatographic evidence of identity is obtained provided that where this is not
possible, a copy of evidence certified as providing a good likeness of the applicant
is acceptable in the interim.

67.—(1) Records of the supporting evidence and methods used to verify
identity shall be retained for a minimum period of five vears after the account is
closed or the business relationship ended.

{2) Where the supporting evidence cannot be copied at the time it was
presented, the reference numbers and other relevant details of the identification
evidence shall be recorded to enable the documents to be obtained later,
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(3) ‘Confirmation of evidence in sub-regulation {2} of this regulation shall
be provided that the original documents were seen by certifying either on the
photocopies or on the record that the details were taken down as evidence.

{4) Where checks are made electronicatly, a record of the actual information
obtained or where it can be re-abtained shall be retained as part of the identification
evidence,

(5) The record in sub-regulation (4) of this regulation shall make the
reproduction of the actual information that would have been obtained before, less
cumbersome.

68.—( 1} Where the money laundering risk is assessed to be low, concession
may be granted for product or services in respect of long-term life insurance
business or purchase of personal investment products,

(2) Where payment is to be made from an aceount held in a customer’s
name or jointly with one or more other persons, ata regulated financial institution,
ne further evidence ol identity shall be necessary.

(3) Additional verification requiremients for postal or electronic transuctions
shall apply to the following—

(o) products or accounts where funds may be transferred te other tyvpes of
products or accounts which provide cheque or money transfer facilites

(&) situations where funds may be repaid or transterred to a person other
than the original customer : and

(e} investments where the characteristics of the product or account may
change subsequently 1o enable payment o be made to thied parties,

(4} Posial concession shall not be an exemption from the requirement to
obtain satisfactory evidence of a customer’s identity and payment debited from
an account in the customer’s name shall be capable of constituting the required
identfication evidence in its own right

{5) To aveid proceeds of crime from being laundered by a customer whao
uses a third-party cheque, drafl or electronic payment drawn on a bank, payment
From joint accounts shall be considered acceptable [or this purpose where the
name of the account-holder from where the funds have been provided shall be
clearly indicated on the record reflecting the payment or receipl, providedthat 2
financial institution may rely upon the required documentary evidence of a third
party, without further verification of the identity, where there is no apparent
inconsistency between the name in which an application is made and the name-on
the payment instrument.

(6} In the case of a mortgage institution’s cheque or banker's draft, it shall
anly be possible to rely on the concession [n sub-regulation (5) of this regulation
where the holder of the account from which the money is drawn is confirmed to
have met the KYC requirements by the mortgage institulion or bank, and payment



by direct debitor debit card shall be relied upon except the authentication procedurs
identifies the nume of the account holder from which the pavment is drawn and
confirms the customer’s address,

(7) Tn respect of direet debits, it shall not be assumed that the aceount-
helding bank or institution may . carry out any form of validation of the account
name and number or that the mandate shall be rejected where they do not match.

(8) Where payment Lor the product is to be made by direct debit or debit
card or notes, and the applicant’s secaunt details have nol previously been verified
throuwgh sighting of a bank statement or cheque drawn on the account, repayment
proceeds shall only be returmed to the account from which the debits were drawn,

(9} Records shall be maintained indicating how a transaction arose, including
details of the financial nstitution’s branch and account number from which the
cheque or pavment is drawn,

{111} The soncession in this regulation may apply both where an application
is made directly to the financial institution and where a payment is passed through
arcgulated intermediany,

{11} A financial institution that has relied on the postal concession to avoid
additional verification requirements; which shall be so indicated on the customer s
file, cannot introduce that customer to anether financial institution for the purpose
ol offering hank accounts ar other products that provide cheque or moncy
transmisaion fagilities,

(12) Where the customer in sub-regulution (113 of this regulation wishes
Lo migrate Lo an aceount that provides cheque or third party transfer faeilities,
addinenal identification checks shall be undertaken at that time, and where these
circumstanees occur on a regular basis a financial institation shall identify all the
parties to the relationship at the outset,

69, Term Deposit Accounts (*TDA') can be broadly classified as a one-off
transaction provided that a financial institution shall note that concession 15 not
available for TIDASs opened with cash where there is no audit trail of the source of
funds or where pavments to ar from third parties are allowed into the account,

70, Where the balance inan investment fund account is transferred from one
funds manager to another and the value at that time is above 1,000 or its equivalent
and identilication evidence has not been taken or confimmation oblained from the
origimal [und manager, such evidence shall be obtained st the time of the transfer,

P VITT—Generan InvormaTion
71. Establishing identity under these Resolations is divided into three broad
categories, namely—
(e} privale individual costomers ;
{#) guasi corporate customers | aénd

{¢) pure corporate customers.
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72—{1) The following information shall be established and independently
validated for all private individuals whose identities need to be verified—

(e the full name used ; and

(&) the permanent home address, including landmarks and postcode, where
available,

{2) The information obtained shall provide satisfaction that a person of that
name exists al the address given and that the applicant is that same person so
indicated, and where an applicant has reeently moved from his residence. Lhe
previous address shall be validated,

(3) The date of birth shall be oltained as required by the law enforeement
agencies, provided that the information need not be veritied and the residence or
nationality of a custamer is ascertained (o assist risk assessment procedures,

{(4) A risk-based approach shall be adopted when obtaining satisfactory
evidence of identity,

(5} The extent and number of checks may vary depending on the perceived
risk of the service or business sought and whether the application is made in
person or through a remote medium such as welephone, post or the intermet.

(6} The source of funds of how the payment was made, from where and
by whom shall always be recorded to provide an audit trail, provided that for high
risk products, accounts or customers, additonal steps shall he taken to ascerlain
the source of wealth or funds.

{7) For low-risk accounts or simple investment products such as deposit
or savings accounts without cheque-books or automated money transmission
facilities, the financial institution shall satisfy itself as to the identity and address
of the customer,

73.—(1) The confirmation of name and address shall be established by
reference toa number of sources.

(2} The checks shall be undertaken by cross-validation that the applicant
exists at the stated address either through the sighting of actual documentary
evidence or by undertaking electronic checks of suitable databases or by a
combination of the two.

{3} The overriding requirement Lo ensure that the identification evidence is
satisfactory shall rest with the financial institution opening the account or providing
the product or service.

74—(1) To guard against forged or counterfeit documents, care shall be
taken to ensure that documents offered are originals.

(2) Copies that are dated und signed ‘original seen’ by a senior public
servant or equivalent in a reputable private organization may be sccepted in the
interim, pending presentation of the original documents,



3) Suitable documentary evidence for private individuals resident in Nigerian
as contained in the Second Schedule to these Regulations.

{4) Checking of a local or national telephone directory may be used as
additional corroborative evidence but shall not be used as a primary check.

75— 1} A linancial institution shall establish the true identity and address
of its customer and carryout effective checks to protect the institution against
substitutiont of identities by applicants.

(2) Additional verification of & customer’s identity and the fact that the
application was made by the persen identified shall be obtained through one or
more of the following procedures

(&) direet mailing of account opening documentation to a named individual
al an independently verified address ;

() an initial deposit cheque drawn on a personal aceount in the applicant’s
name in another financial institution in Nigeria ;

(¢} telephone contact with the applicant prior to opening of the account on
an independently verified home or business number or a “welcome call” to the
customer betore transactions are permitted, utilizing a mimimum of two pieces
of personal identity information that had previously been provided during the
selting up of the aceount ;

(¢} internet sign-on following verification procedures where the cusiomer
uses security codes. tokens, or other passwords which had been set up during
account opening and provided by mail or secure delivery, to the named individual
at an independently verified address ; or

(2} card or account activation procedures.

(3) A finaneial institution shall ensure that additional information on the
nature-and level of the business to be conducted and the origin of the funds to be
uged within the relationship are obtained from the customer.

T6.—1} An applicant’s identity, address and other available information
may be checked electronically by accessing other data-bases or sources, as an
alternative or supplementary to documentary evidence of identity or address.

{2) A financial institution shall use a combination of electronic, documentary
and physical checks to confirm different sources of Lhe same information provided
by a customer,

(3) In respect of electronic checks, confidence as to the reliability of

information supplied shall be established by the cumulative nature of checking
across a range af sources, preferably covering a period of time or through qualitative
checks that assess the validity of the information supplied.

(4) The number or quality of checks to be undertaken shall vary depending
on the diversity as well 4s the breath and depth of information available from each
soUrce.

B 269

Flyysical
Chedks on
Privaie
Individuats
Rusident in
Migeria.

Electronic
Checks,




B 270

:.l

“Imangial
by lusion™
Tor the
sacinlly or
financially
sadvantnged
Applicanis
Fusident in
Mk,

{5) Werification that the applicant is the data-subject shall be conducted
within the checking process.

(&) Suilable electronic sources of information include—

{a) an electronic search of the electoral resister not be used as a sole
identity and address check ;

{(h) mccess to internal or external account database ; and

{¢) an electronic search of public records where available

{71 Application of the process and procedures in this regulation shall assist
fmancial institutions to guard against impersonation, invented-identities and the
use of false addresses provided that where an applicant is a non face-to-tace
person, one or more additional measures shall be undertaken Tor recassurance.

Papl IX—Fmancial EXCLUSon rom 1miE Steianly R Fivaseialy
[HSALYAN TAGLTE APPLICAN T5

77.—( 1) Notwithstanding that access to basic banking facilities and other
financial services 1s u necessary reguirement for most adults, the socially or
finaneially disadvantaged shall not be precluded from opening accounts or obiaining
ather Nnancial services merely becauge they do not passess evidence Lo identily
themselves.

{2y The socially or financially disadvantaged shall not be precluded from
apening accounts or ebtaining other fnancial sesvices merely because they do
not possess evidence to identify themselves since aceess Lo basie banking facilities
and other financial services 15 a necessary requirement for most adults.

{3) Where the socially or financially disadvantaged cannot reasonably
comply with sub-regulation (1) of this regulation, the internal procedures of the
f(inancial institution shall make allowance for such persons by way of providing
appropriate advice to staff an how the identities of such group of persons may be
confirmed and what checks shall be made under these exceptional circumstances.

{4) Where a [tnaneial institution has reasonable grounds 1o conelude that an
individual client is not able to produce the detailed evidence ol his identity and
cannol reasonably be expecled W do so, the institution may accept as identification
evidence, a letter or statement from o person in 2 position of responsibility such
as solicitors, doctors. ministers vl religion and teachers who know the client,
confirming that the elient is who he says he is and his permanent address.

(31 When a financial institution has decided to treat & clientas “linancially
excluded™, it shall record the reasons Tor doing so alone with the account opening
documents, and returns of same shall be rendered 1o the CEBN and NEIL quarteriy,

(6) Where o léwer or statement s accepted Tom o person in pasition of
responsibility, it shall include a telephone number whare the person can be contacted
tor veri Neation and the financial mstitulion shall vereify from an independent source



the information provided by that person so as to satisly itsell that such customer
is Lhe person he claims 1o be.

(73 A fiancinl institution shall include in its internal procedures the “alternative
documentary evidence of personal identity and address™ that may be accepted to
suard agamst “Anancial exclusion” and (o minimize the use of the éxeeption
procadure.

{8} A financial institution shall put in place additional monitering for accounts
opened under the financial inclusion procadures to ensure that such accounts are
nol misysed,

T8~} International passports or national identity cards shall generally be
avilllable as evidence of the name of a customer and reference numbers, date and

country ol issue shall be obtained and recorded in the customer’s (ile as part of

the identification evidence in respect of praspective customers who are not resident
in Nigeria but who make face-to-face contact.

{2) A financial institution shall obtain separale evidence of an applicant’s
permanent residential address from the best available evidence, prelerably from
an official source,

(3) A Post OiTice Box number (PO, Box Number”) alone shal] not be accepted
as evidence of address and the applicant’s residential address shall be such that it
may be physically located by way of a recorded description or ather means.

{4} Relevantevidence shall be obtained by the financial institution dircetly
from the customer or through a reputable credit or financial institulion in the
applicant’s home country or country of residence, provided that particular care
shall be taken when relying on identification evidence obtained from other countries,

{3} A hnancial institution shall ensure that a customer’s true identity and
current permanent address are actually confirmed. In such cases, copies of relevant
identity documents shall be sought and retained,

(6) Wherea foreizn national has recently arrived in Nigeria, reference may
be made to his employer, university, evidence of traveling documents, ele. to
verify the applicant's identity and residential address.

{7} Fara private individual not resident in Nigeria. who wishes to supply
documentary Information by post: telephone or electeonic means, a risk-based
approach shall be taken where the financial institution shall obtain one separate
item of evidence of identity in respect of the name of the customer and one
separate item for the address,

{8) Documentary evidence of name and address may be ohiained from—
(o) an original documentary evidence supplied by the customer ;

(&) a centilied copy of the customer’s passport or national identity card and
a separate certified document including utility bill and driving licence, verifying
the customer’s addreess : or
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{¢) a branch. subsidiary, head office of a correspondent bank.

(9) Where an applicant does not already have a business relationship with
the financial institution that is supplying the information or the financial institution
is outside Nigena, certified copies of relevant underlying documentary evidence
shall be sought, obtained and retained by the institution.

{107 An additional comiort shall be obtained by confirming the customer’s
true name, address and date of birth from a reputable credil institution in the
customer’s home country. where necessary.

{11y A financial institution shall use requirements in this regulation in
conjunction with the First Schedule to these Regulations.

79.—(1) In respect ol a non face-to-face customer, an additional measurs
or check shall be undertaken 1o supplement the documentary or electronic evidence
to ensure that an applicant is who he claims to be and these additional measures
shall apply whether the applicant is resident in Nigeria or elsewhere and shall be
particularly robust where the applicant 1s requesting o bank account or other
product or service that offers money transmission or third party payments.

(2} Procedures to identify and authenticate g customer shall ensuree that
there is sufficient evidence either documentary or electronic, to confirm his address
and personal identity and to undertake at least one additional check to guard
arainst impersonation or fraud.

(3} The extent of the identification evidence required in this regulation shall
depend on the nature and characteristics of the product or service and the assessed
risk, provided that care shall be taken to ensure that the same level of information
is oblained for internet customers and other postal or telephone customers.

{4) Where reliance is placed on intermediaries o underake the processing
of applications on the customer’s behall. checks shall be undertaken 1o ensure
that the intermediaries are regulated for money laundering prevention and that the
relevant identification procedures are applied.

{5} A financial institution shall conduct regular monitoring of internst-based
business or clients and where a significant proportion of the business is operated
electronically, computerized monitoring systems or solutions that are desizned to
recognize unusual transactions and related patterns of transactions shall be put in
place 1o recognize suspicious transaclions.

{8) In all cases, evidence as to how identity has been verified shall be
obtained and retained with the account opening récords.

{7) AML/CFT comphance officers shall review these systems or solutions.
record exemptions and report same quarterly to the NFILUL

80.—{1} Where a refugee or asylum seeker requires a basic bank account
withoul being able to provide evidence of identity, authentic refeérences from the
Nigerian Immigration Services endorsed by the State Security Services shall be
used in conjunction with other readily available evidence.



(2) Additional monitoring procedures shall be undertaken in respect of sub-
regulation (1) of this regulation to ensure that the use of the account is consistent
with the customer's cireumstances.

81.—(1) When opening accounts for students or other young people,
the normal identification procedures set out in these Regulations shall be
followed and where such procedures may not be relevant or do not provide
satisfactory identification evidence, verification may be obtained through —

{a) the home address of the parent ;
() confirming the applicant’s address from his institution of learning ; or

(¢) seeking evidence of a tenancy agreement or student accommodation
contract,

{2} An account for a minor may be opened by a family member or guardian
and where the adult opening the account does not already have an account with
the financial institution, the identification evidence for that adult or of any other
person who will operate the account shall be obtained in addition to obtaining the
birth certificate and passport of the child, provided that strict monitoring shall be
undertaken,

(3} For accounts opened through a school-related scheme, the schoal shall
provide the date of birth and permanent address of the pupil and complete the
standard account opening documentation on behalf of the pupil,

(4} Account of a minor shall be constantly monitored to ensure that it is not
used for the purposes of money laundering or terrorist financing and that the
transaction does not exceed an amount that should be determined by the financial
institution.

82. Trusts, nominee companies and fiduciaries are popular vehicles for
eriminals wishing to avoid the identification procedures and mask the origin of
the dirty money they wish to launder. The particular characteristics of Trust that
attract the genuine customer, the anonymity and complexity of structures that
they can provide are also highly attractive to money launderers.

Parr X—Trust, Pouicy, REcEier anp PaymesT oF Fusps

83—(1) Trusts, nominees and fiduciary accounts present a higher money
laundering risk than others.

{2) Identification and “Know Your Customer's Business” procedures shall
be set and managed in accordance with the perceived risk.

{3) The principal objective of money laundering prevention trusts, nominees
and fiduciaries shall be to verify the identity of the provider of funds such as the
seltlor, and those who have control over funds like the trustees and any controllers
who have the power to remove the trustees,

(4) For diseretionary or offshore trust, the nature and putpose of the tust
and the ariginal source of funding shall be ascertain «d.
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(5) Whilst reliance may be placed on other financial institutions that are
regulated for money laundering prevention to undertake the checks or confirm
identity, the responsibility to ensure that this is undertaken shall vest with the
financial institution and the underlying evidence of identity shall be made available
to law enforeement agencies in the event of an investigation.

(6) ldentification shall be obtained and not waived [or any trustee who
does not have authority to operate an account and cannot give relevant instructions
concerning the use o transfer of funds, ' :

84.—(1) Since offshore trusts present a higher money laundering risk.
additional measures shall be needed for Special Purpose Vehicles (3PVs) or
International Business Companies connected to trusts,

{2) Where trusts are set up in offshore locations with strict bank secrecy
or confidentiality rule, those created in jurnisdictions without equivalent money
laundering procedures in place shall warrant additional enguiries.

{3) Except an applicant for business is 2 regulated financial institution,
measures shall be taken to identify the trust company or the corporate service
provider in line with the requirements for professional intermediaries or companies
genarally.

(4) Certified copies of the documentary evidence of identity for the principals
including settlors and eontrollers on whose behalf the applicant for business is
acting shall be obtained.

(5) For overseas trusts, nominee and fiduciary accounts, where the applicant
is a financial institution that is regulared for money laundering purposes—

() reliance may be placed on an introduction or intermediary certificate
letter stating that evidence of identity exists for all underlying principals and
confirming that there are no anonymatls principals |

{A) the trustees or nominees shall be asked to state from the outset the
capacity in which they are operating or making the application : and

) documentary evidence of the appointment of the current trustees shall
be obtained.

{6} Where the evidence is not retained in Nigena, enquiries shall be made to
determine, that there is no overriding bank secrecy or confidentiality constraint
that shall restrict aceess to the documentary evidence of identity, shall it be needed
in Migeria.

{7} Anapplication to open an account or undertake a transaction on behalf
pf another without the applicant identifving his trust or nominee capacity shall he
regarded as suspicious and shall lead to further enguiries and rendition of reports
to the NFILL

(81 Where a bank in MNigeria is {he applicant for an ofishore trust on behal
of a customer, where {he corporate trustees are not regulated, the Nigerian bank
shall underrake due diligence on the trust itself,



(3) Where funds have been drawn upen an account that is nol under the
control of the trustees, the identity of two of the authorized signatories and their
authority to operate the account shall be verified except where the identity of
beneficiaries have not previously been verified and verification shall be carried
out where payments are made to them,

85 —(1) ForConventional Nigerian Trusts, identification evidence shall be
obtained for—

() those who have control over the funds, the principal trustees, who can
include the settlor |

(b} the providers of the funds, the settlors, éxcept where they are deceased ;
and

(£} where the settlor is deceased, written confirmation shall be obtained for
the source of funds, grant of probate or copy of the Will or other document
creating the Trust,

{2) Wherea corporate trustee such as a bank acts jomtly with a co-trustee,
any non-regulated co-trustee shall be verificd even where the corporate trustee is
covered by an exemption and the relevant puidance contained in these Regulations
for verifving the identity of persons, institulions or companies shall be followed.

(3) A fnancial institution may not review an existing trust but the bank
confirmation of the settlor and the appointment of any additional trustees shall be
obtained,

{(4) Copies of any underlving documentary evidence shall be certified as
true eopies and a check shall be carried out to ensure that any bank account on
which the trustees have drawn funds is in their names.

(3) Wherea risk based approach is adopled, consideration shall be given as
to whether the identity of any additional authorized signatories to the bank account
may be verified,

(6) A payment for any trust property shall be made to a trustee and as a
matter of practice, some life assurance companies make payments directly to
beneliciaries on recetving a request from the trustees, payment shall be made to
the named beneficiary by way of a crossed cheque marked “account payee only™
or @ bank transter direct to an account in the name of the beneficiary in such
circumstances.

86.—(1) Where monay is received on behalf of'a trust, réasonable steps
shall be taken to ensure that the source of funds is properly identified and the
nature of the transaction or instruction 1% understood.

{2) A Payment shall be properly autherized in writing by the trustees.

87. Where a trustee wha has been verified is replaced, the identity of the
new trustee shall be verified before he is allowed 1o exercise control aver funds
of the Trust,
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88. Where a life policy is placed in trust, an applicant for the policy s also
a trustee and where the trustees have no beneficial interest in the funds, it shall
verify the identity of the person applying for the policy except that the remainder
of the trustees shall be identified in a situation where palicy proceeds were being
paid to a third party not identified in the trust deed.

89. (1) The authority to deal with assets under a Power of Attorney and
Third Party Mandates constitute a business relationship.

{2) At the start of a relationship, (dentification evidence shall be obtained
from a holder of Power of Attorney and third party mandates in addition 1o the
customner or subsequently on a later appointment of a new attormey, where advised,
within one year of the start of the business relationship.

{3) An attorney for corporate or trust business shall be verified and a
financial institution shall always ascertain the reason for the granting of a power
of altormey.

{4y A records of @ transaction underiaken m accordance with a Power of
Attorney shall be maintained as part of the client's record.

Part XI—Executorsiie, CLIENT ACcounts, UNNCORPORATED
AND CORPORATED ORGANIZATIONS

40.—(1) Where a bank account is opened for the purpose of winding up
the estate of a deceased person, the identity of the executor or administratar of
the estate shall be verified.

(2) Identification evidence shall not be required for the executors or
administrators where payment is made from an established bank or mortzage
mstitution’s account in a deceased’s name, solely for the purpose of winding up
the estate in accordance with the grant of probate or letter of administration.

{3) Where a life policy pays out on death, identification evidence shall not
be obtained for the legal representatives.

(4) A Payment to beneficiaries in sub-regulations (1) (2) and (3) of this
regulation on the instructions of the executor or administrator may be made without
additional verification requirements, except that where a beneficiary wishes to
transact business in his own name, then identification evidence shall be required.

(5} Where suspicion is aroused in respect of the nature or ongin of assets
comprising an estate that is being wound up, such suspicion shall be reported o
the NFIL.

91.—(1) Stockbrokers, fund managers, solicitors, accountants, estate duents
and other intermediaries frequently hold funds on behalf of their clients in “client
accounts™ opened with a financial institution.

(2) Accounts in sub-regulation (1) of'this regulation may be peneral omnibus
accounts holding the funds of many clients or they may be opened specifically
for a single client.



(3) In each case, it is the professicnal intermediary who is the financial
institution’s customer. These situations shall be distinguished from those where
an intermediary introduces a elient who himself becomes a customer of the financial
[nstitution.

(4) Where a professional intermediary is covered and is indeed monitored
under the money laundering Regulations or AML/CFT supervisars or their
equivalent, identification may be waived on production of evidence..

(5} MNotwithstanding sub-regulation (4) of this regulation, where the
professional intermediary is not regulated by money laundeting Regulations or
their equivalent, the financial institution shall verify the identity of the professional
intermediary and also verify the identity of the person on whose behalf the
professional intermediary is acting,

{6) Where it is impossible for 4 financial institution to establish the identity
of the person for whom a solicitor or accountant is acting, it shall take 2 commercial
decision based on its knowledge of the intermediary, as to the nature and extert
of business that they are prepared to conduct where the professional firm is not
itself covered by these Regulations.

{7) Financial institutions shall make reasonable enquiries about iransactions
passing through client-accounts that give cause for concern and shall report any
suspicion to the NFIU,

92.—{ 1) Where an applicant is an un-incorporated business or a parmership
whose principal partners or controllers do not already have a business relationship
with the financial institution, identification evidence shall be obtained in respect of
the principal beneficial owners or controllers and any signatory in whom significant
control has been vested by the principal beneficial owners or controllers.

(2) Evidence of the address of a business or partnership shall be obtained
and where a current account is being opened, a visit to the place of business may
be made to confirm the true nature of the business activities and a copy of the
latest report and audited accounts shall be obtained.

(3) The nature of the business or partnership shall be verified to ensure that
it has a legitimate purpose.

(4) Where a formal partnership arrangeiment éxists, a mandate from the
partnership authorizing the opening of an account or undertaking of the transaction
shall be obtained.

93. A limited liability partnership shall be treated as a corporate customer
for verification of identity and know your customer purposss.

94.—(1) The legal existence of an applicant-company shall be verified
from official documents or sources to ensure that persons purporting lo act on
its behalf are fully authorized.
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(2) Where the controlling principals cannot be identified, enquirics shall be
made to confirm that the lezal person is not merely a “brass-plate company”.

95—(1) The identity of a corporate company shall comprise of—
{a) registration number

(b)) regisiered corporate name and-any trading names vsed ;

{c) registered address and any separate principal trading addresses |
(dy directlors ;

(¢} owners and shargholders | and

(f} the nature of the company’s business,

{2y The extent of identification measures required 10 validate the information
or the documentary evidence to be obtained in this regulation depends on the
nature of the business or service that the company requires from the financial
institution and a risk-based approach shall be taken.

{3) Information as to the nature of the normal business activities that the
company expects Lo underake with the financial Institution shall be obtained,

(4) Before a business relationship is established, measures shall be taken by
way of company search at the Corporate Affairs Commission (CAC) and other
commercial enquiries undertaken to check that the applicant-company’s legal
existence has nol been or is not.in the process of being disselved, struck off,
waound up or terminated.

96.—(1) Additional procedures shall be undertaken o ensure that the
applicant’s business, company or sociely exists at the address provided and it is
for a legitimate purpose because of the risks with non face-to-face business, as
with the n:t.{uin:rn:ntﬁ for private individuals.

{2} Where the characteristics of the product or service permit, steps shall
be taken to ensure that relevant evidence s obtained to confirm that any individual
representing the company has the necessary authority to do so.

{3) Where the principal owners, controllers or signatories need to be
identified within the relationship, the relevant requirements for the identification
of personal customers shull be followed.

97. (1} Corporate customers that are listed on the stock exchange are
considered Lo be publicly- ownead and generally aceountable and there 13 no need
to verify the identily of the individual sharsholders.

(2) The Identity of the directors of a quoted company may not be verified.

{3} A financial institution shall make appropriate arrangements o ensure
that an officer or employvee, past or present, is not using the name of the company
or its relationship with the financial institution fora criminal purpese.

{4} The Board resolution or other authority for a representative-to act on
behalfof the compary in its dealings with the financial institution shall be abtained,



{3) Phone calls may be made to the Chief Executive Officer of a company
in sub-regulation (4} of this regulation to intimate him of the application to open
the account in the financial institution.

() Further steps shall not be taken to verify identity more than the usual
commercial cheels where the applicant company is listed on the stock exchangz
or there is independent evidence to show that it is a wholly owned subsidiary or
a subsidiary under the control of such a company.

(7) Due Diligence shall be conducted where the account or service required
falls within the category of higher risk business.

98. Where the applicant is an unqueted company and none of the principal
directors or shareholders already have an account with the [inancial institution, to
verily the business, the following documents shall be obtained from an official or
a recognized independent source—

{a) a copy of the certificate of incarporation or registration, evidence of
the company’s registered address and the list of shareholders and directors ;

(&) asearch at the CAC or an enquiry through a business information
service 1o obtlain the information on the company ;

(¢) an undertaking fron a firm of lawyers or accountante confirming the
documents submitted to the CAC ;

(¢} a financial institution shall pay attention Lo the place or origin of the
documents and background against which they were produced | and

fe) where comparable documents ‘cannot be obtained, verification of
principal beneficial owners or controllers shall be undertaken.

99, Where a higher-risk business applicant is seeking to enter into a full
banking relationship or any other business relationship where third party funding
and transactions are permitted, the following evidence shall be obtained either in
documentary or electronic form—

{a) lor established companies that are incorporated for 18 months or more,
a set of the latest report and audited accounts shall be produced ;

(#1) a search report at the CAC oran enquiry through a business information
service or an undertaking from a firm of lawvers or accountants confirming
the documents submitted to the CAC ;

(¢} a certified copy of the resolution ol the Board of Directors to apen an
account and confer authority on those who will operate it ; and

(e} the Memorandum and Articles of Association of the company.

100.—( 1) Where a private company is undertaking a higher risk business,
in addition to verifying the legal existence of the business, the principal requircment
is to look behind the corporate entity 1o identify those who have ultimate control
over the business and the company’s asseis.
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{2) What constitutes significant sharcholding or control for the purpose of
this regulation depends on the nature of the company and identification evidence
shall be obtained for sharehalders with interests of 5% or more.

{3) Identification evidence shall be obtained for the principal-beneficial
owner of the company and any other person with principal control over the
company's assets.

{4} Where the principal owner is another corporate entity or trust, it shall
take measures that look behind that company or vehicle and verify the identity of
the beneficial-owner or settlers and where a financial institution is aware that the
principal-beneficial owners or controllers kave chanped, they are required to verify
the identities of the new owners,

(5) Financial institutions shall identify directors who are not principal
controllers and signatories to an account for risk based approach purpose,

{6) Financial institutions shall visit the place of business to confirm the
existence of such business premises and the nature of the business conducted.

(T) Where suspicions are aroused by a change in the nawre of the business
transacted or the profile of payments through a bank or investment account,
further checks shall be made to ascertain the reason for the changes.

(&) In full banking relationships, periodic enquiries shall be made to establish
changes to controllers, shareholders or the original nature of the business or
activity.

(9} Particular care shall be taken to ensure thal full identification and KYC
requirements are mel il the company is an International Business Company (IBC)
registered in an offshore jurisdiction and operating out of a different jurisdiction.

Ir:f"_"'ig? ; 101.—(1) Fora foreign financial institution, the confirmation of existence
“:EZE:?““S and regulated status shall be checked by—

{a) checking with the home country’s Central Bank or relevant supervisory
‘body ;

(#) checking with another office, subsidiary. branch, or cerrespondent
bank in the same country ;

(¢} checking with Nigerian regulated comespondemt bank of the overseas
institution; or

() obtaining evidence of its license or authorization to conduct financial
and banking business from the institution itself.

(2) Additional information on banks all over the world may be obtained
[rom various international publications and directories or any of the international
business information services,

{3)' The publications referred to in sub-regulation (2) of this regulation shall
not replace the confirmation evidence requirements under these Regulations.



102.—{1}) A Burgau De Change ("BDC") is subject to the provisions of
these Regulations and shall be verified in accordance with the procedures for
other financial institutions, and satisfactory evidence of identity, ownership
structure, source of funds and a certified copy of the applicant’s operating license
shall be obtained.

(2) A financial institution shall consider the risks associated with doing
business with BDCs before entering into a business relationship with them.

103.—1) As part of KYC documentation for designated non-fimancial
businesses and prolessions, the certificate of registration with Special Control
Linit against Meney Laundering in the Federal Ministry of Trade and Investment
or a certificate from a self-regulatory organization as defined under the relevant
Designated Non-Financial Business and Professions (“DNFBP”) Regulaticns shall
be obtained including identities of at least two of the directors.

{2) Where an application is made on behalf of a club or society, a financial
nstitution shall take reasonable steps to satisfy itsell as to the legitimate purpose
of the organization by sighting its constitution and the identity of at least two of
the principal contact persons or signatories shall be verified in line with the
requirementts for private individuals and where signatories are changed, a financigl
institution shall verity the identity of at least two of the new signatories.

{3} Where the purpose of a club or a society is to purchase the shares of a
regulated investment company er where all the members are regarded as individual
clients, all the members in such cases shall be identified in line with the requirements
for personal customers on a case-by-case basis,

104.—(1) Where transactions carried out on behalf of an Qceupational
Pension Scheme, where the transaction is not in relation to a long term policy of
insurance, the identities of bath the principal emplover and the Trust shall be
verified.

{2) In addition to the identity of the principal emplover, the source of
funding shall be verified and recorded 1o ensure that a complete audit trail exists
if the employer is dissolved or wound up.

(3) Tor the Trustees of Occupational Pension Schemes, satisfactory
identification evidence shall be based on the inspection of formal documents
concerning the Trust which confirm the names of the current Trustees and their
addresses for correspondence and in addition to the documnents, confirming the
Trust identification shall be based on extracts from Public Registers or references
from Professional Advisers or Investment Managers.

(4} Any payment of benefits by or on behalf of the Trustees of an
Oceupational Pension Scheme will not require verification of identity of the
recipient. '

(5} Where individual members of an Ocoupation Pension Scheme are to be
given personal investment advice, their identities sha'l be verified bul where the
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Trustees and principal emplover have been satisfactorily identified (and the
information is still current) it can be appropriate for the employer o provide
confirmation of the identity of individual emplovees,

[05.—{1) A financial institution shall adhere to the identification procedures
requirements for opening of accounts en behalf of charity organizations ; and the
confirmation of the authority to act in the name of the organization.

{2} The opening of accounts on behalf of charity oreanizations in Nigeria
shall be carried out by a minimum of two signatories, duly verified and
dacumentation evidence shall be obtained.

(3) When dealing with an application from a registered charity organization,
a financial institution shall obtain and confirm the name and address of the
organization concerned.

(4} Where a person making an application or undertaking & transaction is
not the official correspandent or the recorded alternate. a financial institution
shall send a letter to the official correspondent, informing him of the charity
organizations’ application before itand the official correspondent shall respond as
a matter of urgency where there is uny reason to suggest that the application has
been made without authority,

{3) An application on behalf of un-registered charity organization shall be
made in accordance with the procedures for clubs and societies as set out in
these Reégulations.

(6) Where a charity organization {5 opening a current account, the identity
of all signatories shall be verified and where the signatories changs, identitics of
the new signatories shall be verifiad.

106. A Religious Organization (“RO"™) shall have a CAC, and SCUML
registered numbers and its identity may be verified by reference 1o the CAC,
appropriate headquarters or regional area of the denomination. and the identity of
at least two signatories to its account shall be verifiad,

107.—(1) Where the applicant for business is a legal person, a financial
institution shall verify the legal standing of the applicant, including its principal
ownership and address.

(2) A certified copy of the resolution or other documents which authorise
an official representing the body to open an account or undertake any transaction
shall be obtained,

(3} A financial institution shall telephone the Chief Executive Officerof the
organization or parastatal concerned, 10 verify and confirm the application to
open an account with the financial institution.

{(4) An authorization from the Federal or State Accountant-Genera) shall be
obtained before any of the three tiers of government or parastatals can open
accounts with a financial institution in Nigeria.

-



108. The authenticity of an applicant who requested to open accounts or
undertake transactions in the name of Nigerian-resident foreign consulates and
any documents of authorization presented in support of the application shall be
checked with the Ministry of Foreign Affairs and the relevant authorities in the
Consulate’s home country or as confirmed by the Head of the High Commission
of that country in Wigeria.

109, Whilst the responsibility to obtain satistactory identification evidence
rests with the Anancial institution that is entering into a relationship with a client,
it is reasonable, in a number of circumstances, for reliance to be placed on another
financial institution to—

(¢} undertake the identification procedure when introducing a customer
and 10 obtain any additional KYC information from the client ;

(hy confirm the identification details where the customer is not resident in
Migeria ; or

(¢} confirm that the verification of identity has been carried out where an
agent is acting fora principal.

Pawr XI—InrronpucTions, APPLICATIONS akD FOREIGN INTERMEDIARIES

110.—{ |} Where an intermediary introduces a-customer and then withdraws
from the ensuing relationship altogether, then the underlying eustomer has become
the applicant for the business and shall be identified in ling with the requirements
for personal. corporate or business customers as appropriate.

{2} An introductory letter shall be issued by the introducing financial
institulion or person in respect of each applicant for business.

(3) To ensure that product-providers meet their obligations, satisfactory
identification évidence shall be otained and retained for the necessary statutory
period.

(4) Each inteoductory letter shall either be accompanied by cerlilied copies
of the identification evidence obtained in line with the usual practice of certification
of identification documents or by sufficient details and reference numbers that

will permil the actual evidence obtained to be re-obtained at a later stage,

11— 1} Where other arangements have been made, the service provider
shall verify the identity itself and financial intermediary shall provide along with
each applicatian, the customer’s intreductory letter together with certified copies
of the evidence of identity which shall be placed in the customer’s file,

(2) Where these procedures are followed, 4 product provider, stockbroker
or investment banker shall be considered to have fulfilled its own identification
obligations.

(3} Where the letter is not forthcoming from the intermediary, or the letter
indicates that the intermediary has not verified the dentitv of the applicant, the
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service provider shall satisfv its obligation by applying its own direct identification
procedures,

[12.~(1) A Unit Trust Manager and other product providers receiving
non-writlen applications from a financial intermediary. where a deal is made over
a telephone or by other electronic means, shall verify the identity of such a customer
and ensure that the intermediary provides specific confirmation that identity has
been verified. '

(2} The answers given by the intermediary shall be recorded and retained
for a minimum period of 5 years,

(3} The answers constitute sufficient evidence of identity in the hands of
the service provider,

113. Where business is intreduced or received from a regulated financial
intermediary who is outside Nigeria, the reliance that shall be placed on that
intermediary to undertake the verification of identity-check shall be assessed by
the AMLCO or some other competent persons within the financial institution. on
4 case-by-case basis based on the knowledge of the intermediary.

114.—(1} Where a customer is introduced by one part of & financial sector
group to anether, identity shall not be re-verified and neither shal| the records be
duplicated except—

{a) the identity of the customer has been verified by the introducing
parent company, branch, subsidiary or associate in line with the money
laundering requirements of equivalent standards and taking account of
any specific requirements such as separate address verification -

{b) no exemptions or concessions have been applied in the original
verification procedures that would not be available to the new relationsh ip;

(¢} & group introduction letter is obtained and placed with the customer’s
account opening records ; and

() in respect of group introducers from outside Nigeria, in which case
arrangements shall be put in place to ensure that identity is verified in
accordance with requirements and that the underlving records of identity
in respect of introduced customers are retained for the necessary period.

(2) Where a financial institution has day-to-day access to all the group’s
KYC information and records, there is no need Lo identify an introduced custormer

or obtain a group introduction letter where the identity of that customer has been

verified previously.

(3) Where an identity of a customer has not previously been verified, then
any missing identification evidence will need to be obtained and a risk-hased
approach taken on the extent of KYC information that is available on whether or
not additional information shall be obtained.



{4) A linancial institution shall ensure that there is no secreey or data
protection legislation that would restrict free aceess to the records on request or
by law enforcement agencies under court order or relevant mutual assistance
procedures.

{3) Where such restrictions apply, copies of the underlying records of
identity shall, wheraver possible, be sought and retained.

(6) Where identification recards are held outside Nigera, it shall be the
responsibility of the financial institution te ensure that the records available meet
the requirements in these Regulations.

H5—(1) Where an applicant is dealing in its own name as agent for ils
own client, a financial institution shall, in addition o verifying the agent, establish
the identity of such a client.

(2) A financial institution shall accept or admit evidence as sufficient where
it has established thal the client is—

{a) bound by and has observed these Regulations or the provisions of the
Money Laundering (Prohibition) Act, 2011 (as amended) ; and

{f) acting on behalf of another person and has given a written assurance
that he has oblained and recorded evidence of the identity of the person on
whose behalf he is acting:

(3) Where another financial institution deals with its own client regardless
of whether or not such a client has disclosed (o the financial institution. then
where—

{¢) the agent is a financial institution, there is no requirement to establish
the identity of such a client or to obtain any form of written confirmation from
the agent coneerning the due diligence undertaken on its underlving clients:

(5} 2 regulaled agent from outside Nigeria deals through a customer omnibus
account or for a named customer through a designated account, the agent
shall previde a written assurance that the identity of all the underlying clients
has been verilied in accordance with their local requirements ; and

(] such an sssurance cannot be obtained, then the business shall not be
undertaken,

(4) Where an agent is either unregulated or is not covered by the money
laundering legislation, then each case shall be treated on its own merits.

{3) The knowledge of the agent shall determine the type of the Due Diligence
standards to apply and risk-based approach shall be observed by a financial
institution.

116, Where there is a syndicated [ending arrangement, the verification of
identity and any additional KYC requiremnents rest with the lead-manager or agent
to supply the normal confirmation letters,
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117 —{ 1} Transactions conducted through correspondent relationships shall
be managed, in accordance with o risk-based approach; and “Know Your
Corrgspondent™ procedures shall be established to ascertain whether or not the
correspondent bank or the counter-party is itself regulated for money laundering
prevention; and where regulated, the correspondent shall verify the identity of its
customers in accordance with FATF standards: and where this is not the case,
additional due diligence shall be required Lo ascertain and assess the correspondent’s
internal palicy on money laundering prevention and KYC procedures.

(2} The volume and nature of transactions flowing through correspondent
aceounts with a financial institution, from high risk jurisdictions or those with
inadequacies or material deficicncies shall be monitored against expected levels
and destinations and any material variances shall be checked.

13) A financial institution shall mainiain records and ensure that sufficient
due diligence has been undertaken by the remitting bank on the underlying client
and the origin of the funds in respect of the funds passed through their accounts,

{4) A financial institution shall guard against establishing comespondent
rebationships with highrisk foreign banks such as shell banks or with correspendent
banks that permit their accounts to be used by such banks.

(3) Staff dealing with correspondent banking accounts shall be trained to
recognize higher risk circumstances and be prepared to challenge the
correspondents over irregular activity whether isolated transactions or trend and
to submit a suspicious activity report to the NEFIL.

{6) A financial institution shall lerminate anacecunt with a correspondent
bank that fails to provide satisfactory answers to questions including
confirming the identity of customers involved in unusual or suspicious
circumsiances.

118.—(1) Where a tinancial institution acquires a business and accounts of
another financial institution, it is not be necessary for the ddentity of all the existing
customers to be re-identified, provided thal all the underlying customers” records
are gequired with the business, but it shall carry oul due diligence enquiries 1o
confirm that the acquired institution had conformed with the requirements of the
provisions of these Repgulations.

(2} Verification of dentity shall be undertaken Forall the transterred customers
who were not verified by the transferor, in ling with the requirements for existing
customers Lhat Open e accounts, where the—

{er) money laundering procedures previously undertaken have net been in
accordance with the requirements of these Regulations |

{(H) procedures shail be checked | or

() custommer-records are nod available to the acquiring financial insttution.



19— 1} A receiving (inancial institution can be used by money launderers
in respect of offers for sale where new issues are over-subscribed and their
allotment is zcaled down; the money launderer is not concerned i there is 2 cost
involved in laundering dirty money,

(2} New issues that trade al a discount will, therefore, still prove acceplable
to the money launderer,

(3} Criminal funds can belaundered by way of the true benelicial-owner of
the funds providing the payment for an application in another person’s name,
specifically to avoid the verification process and to break the audit trail with the
underlying crime from which the funds are derived.

120.—(1} A receiving financial institution shall obtain satislactory
identification evidence of a new applicant. including such applicants in a rights
issue, where the value of a single ansaction or a series of linked tranzactions is
$1.000 or its equivalent or as per the tiered KYC directive issued by the CBN.

(2} Where funds o be invested are being supplied by or on behalf of a third
party, the identification evidence for both the applicant and the provider of the
funds shall be obtained to ensure that, the audit trail for the funds is preserved,

[21.—{1) Where an application is submitted, payment made by a broker or
an intermediary acting as agent, no sleps shall be taken 1o verify the identity of the
underlying applicants, the following standard procedures shall apply—

{a) the lodging agent’s stamip shall be affixed on the application form or
allotment letter ; und

(#) application and acceptance forms and cover letters submitted by lodging
agents shall be identified and recorded in the banl’s records.

(2) The terms and conditions of the issue shall state that any requirements
to obtain identification evidence are the responsibility of the broker lodging the
application and not the receiving financial institution.

{3) Where the original application has been submitted by a regulaled broker,
no additional identilication evidence shall be conducted for subseqguent ealls in
respect of shares issued and partly paid.

122.—Where a broker or other introducer is a regulated person or institution
{including an overseas branch or a subsidiary) from a country with equivalent
legislation and financial sector procedures, and the broker or intreducer is subject
to anti-money laundering laws or regulations, then a written assurance shall be
taken from the broker that he has obtained and recorded cvidence of identity of
any principal and underlying beneficial owner that is introduced.,

123 —(1} Where multiple family applications are received supported by
one chegue and the aguregate subseription price is US $1,000 or more;and $1,000
or more for an individual person, then identification evidence will not be required

for—
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(&) a spouse or any other person whose surname and address are the same
as those of the applicant who has signed the chegue;

{(H) ajoint account holder ; or

{¢) an application in the name of a child where the relevant company’s
Articles of Association prohibit the registration in the names of minors and the
shares are to be registered with the name of the family member of full age on
whose account the chegue is drawn and who has signed the application form.

(2) Identification evidence of the signatory of the finanecial insirument shall
be required for any multiple family applications lor more than $1.000 or its
equivalent; or as per the tiered KYC directive issued by the CBN, where such
application is supported by a cheque siened by someone whose name differs
from that of the applicant,

{3) Other monetary amounts or more shall, from time to time, be stipulated
by any applicable money laundering legislation and guidelings.

{4) Where an application is supported by a financial institution’s branch
cheque or brokers” drafl, the applicant shall state the name and aecount number
fram which the [unds were drawn —

(w2} on the front of the cheque ;
(b} on the back of the cheque together with a branch stamp ; or

{¢) attaching other supporting documents.
Parr XI—Limnken Transacmions, Foreon Acoousrs: anp INvESTMENT

124—(1) Where a person handling applications that a number of single
applications under $1.000 or its equivalent in diffefent nwmes are linked, such as
payments from the same finaneizal institution account apart from the multiple
family applications above, identification evidence shall be obtained in respect of
parties invalved in each single transaction,

{27 Installment payment issues shall be treated as linked transactions where
i1 15 known that total payments will amount to $1.000 or its equivalent or such
other monetary amounts as may, from time 1o time, be stipulated by any applicable
money laundering legislation or guidelines: and either from the beginning or when
a particular point has been reached, identification evidence shall be obtained.

(3} Anapplication that is believed to be linked with money laundering shall
be processed on a separate batch for investigation after allotment and registeation
have been compleled.

(4) The returns with the documentary evidence shall be rendered to the
NFIU accordingly.

(5} Copics of the supporting cheques, application [orms and any repayment-
cheques shall be retained to provide an audil trail until the receiving financial
institution is informed by CBN, NFIU or the investigating officer that the records
are of no further interest, '



125.—(1) Where a customer wishes to open a Domiciliary Account (DA)
or make a whalesale deposit by means of cash or inter-bank transter, a financial
institution shall obtain identification evidence in accordance with the reguirements
far private individuals, companies or professional inlermediaries operating on behall
of third partics as appropriate.

{2} Afinancial institution shall satisfy itself that the transferring institution
is regulated for money laundering peevention in {ts country oForigin,

126.—i |} Precautions shall be taken in relation to requests to hold boxes.
parcels and sealed envelopes in a safe custody.

{2) Where such facilities are made available, the identitication procedures
set out in these Regulations shall be followed. depending on the rype of individual
involved ar risks associated with the business relationship.

_ 127. Where a customer’s 1dentity was not properly obtained as coniained
in these Regulations and the requiremesnts for Account Opeting Procedure, a
financial institution shall re-establish the customer’s identitv in line with the
provisions of these Regulations.

128. ldentification evidence shall not be required where the applicant for
business is a Nigerian financial institution or person covered and persons regulated
by the requirements of these regulations,

129.—{1) Cash remittances and wire transters either inward or outward or
other monetary instruments that are undertaken against payment in cash Tor
customers who donot have an account or other established relationship with the
financial institution such as walk in customers, present a high risk for money
laundering purposes.

{2) Adequate procedures shall be established to record the transaction and
rglevant identification evidence taken: ana where such transaetions form a regular
part of the financial institdtion’s business, the limits for requiring identification
evidence of US § 1,000 or its equivalent for foreign transfers shall be observed,

130. The proceeds of & one-off rangaction due can be paid to a customer
or be further re-invested where records of his identification requirements were
obtained and kept. In the absence of this, his identification requirements shall be
obuained befors the proceeds are paid to him or be re-invested on his behalf in
accordance with the relevant provision of these Regulations.

131—{1) The Central Bank of Nigeria may, as it considers appropriate,
amend or revoke the provisions of these Repulations which amendment or
revocation shall be published in the Gazetie,

(2) The Central Bank of Nigeria (Arti — Money Laundering/Combating the
Financing of Terrorism (AML/CFT) Regulatons, 2009 (as amended) is hereby
revaked,
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(3} The revocation of the Regulations specified in sub-regulation (2} of this

reszulation shall not affect anything dene or purperted to be done vnder or pursuan
Lo these Regulations,

132.—In these Regulations-

AMCLE 'means Anti-Money Laundering Complainee Officer;

Applicant for Business' means a person or company seeking o establish a
“husiness relationship’ or an oceasional customer undertaking a ‘ong-off”
transaction whose identity must be verified ;

"‘Beel trangfer 'means a wransfer comprising a number of mdividual wire
transfers that are being sent 1o the some [naneial institution, but may or may
not be ultimately intended for different persons ;

YU means Bureaw De Change ;
‘Beneficial owner ' includes a natural person who ultimately owns or conteols

a customer or 4 petson on whose behalfa transaction s being conductad and the
persons who exercise ultimate control over a legal person or arrangement ;

Heneficiary includes a natural person who recerves charitable, humanitsrian
or other types of assistance through the services of a Nan-Profit Organization
(NP, all trusts other than charitable or statwtory permitted non-charicable
trusty which may include the settlor. and a maximum time, known as the
perpetuity period, nocmally of 100 vears ;

Boyinesy Relationyhip' means any arrangement between the linancial
institution and the applicant for business the purpose of which is to facilitate
the carrying out of transactions between the parties on a *frequent, habilual or
regular’ basis and where the monetary value of dealings in the course of the
arrangement is not known or capable of beine ascertained at the outset |

'Cross-forder iransfer  means any wire transfer where the originator and
benaficiary institutions are located in different jurisdictions. This term also refers
to any chain of wire transfers that has at least one cross-border element :

'Designated categaries of offences " includes—

{e) participation in an organized erimingl group and racketeering,;
{hy terrorism, including terrorist finaneing ;

{c) trafficking in human beings and migrant smuggling

(d) sexual exploitation, including sexual exploiation of ehildren ;

{e) illicit trafficking in narcotic drugs and psychotropic substances ;
¢y illicit arms wafficking ;

(e illicit trafficking in stolen and other soods |

() carruption and bribery :

(1} fraud ;



(/) eounterfeiling currency !

(&) courterfeiting and piracy of products |

(y enviropnmentsl crime

(m) murder. grievous bodiby injury ;

(i) kidnapping, illegal restraint and hostage-taking ;

{a) robbery or theft ;

() smugeling (ineluding in relation *o customs and excise dutics and taxes ;

(g) tax crimes (related to direct taxes and indirect taxes) ;

() extorlion |

{4) forgery ;

(r) piracy ;

(1) insider trading and markel manipulation ; and

(v} all other predicate offences as contained in section 15 of Money
Laundering ( Prohibition} Act, 20011 {as amended).

"Dhesignated non-financial businesses and prafessions” includes any
institution as designated by the Minister of Trade and Investment, MLPA,
2011 {as amended) and CBN AML/CFT Repulations, 2013 ;

Darnestic fransfer means any wire ranster where the ariginator and
beneficiary insttutions are both located in Nigeria. This term therefore, refers
Loy any chain of wire transfees that 1akes place entitely within Nigeria’s borders,
even though the system used to affect the wire transfer may be located in
another jurisdiction ;

Folse declovation or diselozure” means failing 1o declare or, fo misrepresent
the value of curreney or bearer negotiable instruments being transported, or a
misrepresentation of ather retevant data requested for by the authorities ;

FATE means Financial Action Task Foree ;

FATE Recommendations” means the revised FATF Recommendations issued
by the Financial Action Task Force ;

Financial {nstimtions " include any persan or entity. who conducts as a
business one or more of the following activities on behalf of a customer—

{en) acceplance of deposits and other repavable funds from the public ;

(A lending ;
{¢) financial leasing ;
(el the transfer of money or value ;

{¢) issuing and managing means of payment such as credit and debit
cards, chegues, travelers’ chegues, money orders and bankers’ drafts,
electronic money :
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(f} financial guarantess and commitments ;
{g) trading in—
{#) money market instruments (cheques, bills, CDs, derivatives el
({1 foreign exchanges |
(fif) exchange, inteérest rate and ndex instruments |
(i) transferable securities ; and
{v) commodity futures trading ;
(k) participation in securities issues and the provision of financial services
related to such issues ;
{f individual and collective portfolio management |

{/) safekeeping and administration of cash or liguid securities on behalf of
other persons ;

(&Y otherwise investing, administering or managing funds or monay on
behalf of other persons |

() underwriting and placement of life insurance and other investment relaled
insurance ; and

{m) money and currency changing.

The list is not exhaustive but subject to the definition contained in BOF1A
2004 ;

*Fingncing of terrprism’ extends to all acts so defined under the Terrorism
{Prevention) Act, 2011 (as amended) and the Terrorism Prevention ((Freezing
of International Terrorists Funds and other Related Measures) Ragulations,
2013,

‘Funds' include assets of every kind, tangible or intangible, moyvable or
immovable however acquired, legal documents or instruments in any form,
electronic or digital evidencing title or interest in such assets, bank credits,
travelers cheques, bank cheques, money orders, shares, securities, bonds,
drafts and letters of credit ;

‘Funds transfer ' means any transaction carried ocut on behalf of anoriginator
persan, both natural and legal through a financial institution by electronic means
with @ view to making an amount of meney availabla to a beneficiary persen at
another financial institution and the originator and the beneficiary may be the
53Me perscr ;

‘Legal arrangement’ means express trusts or other similar legal
arrangements ;

‘Legal persons' mean bodiey corporate, foundations. partnerships, or
associations, or any similar bodies that can establish a permanent customer
relationship with a financial institution or otherwise own property :



*Money or valie ransfer services (MPTS) include financial services that
involve the acceptance of cash, cheques. other manetary instruments ar other
stores of value and the payment ofa corresponding sum in cash ar other form
to a beneficiary by means of a communication, message, transfer or through a
clearing network to which the MYTS provider belongs and Lransactions
perlormed by such services can involve one or more intermediaries and a linal
piyment oo thicd party, and may include any néw payment methods,
Sometimes these services have lies o particular seographic regions and are
described using a variety of specific terms, including hawala, fumdi, and fei-
cHTEn

‘Non-prafitinor-governmental Organization” means a legal entity or
orpanization that primarily engages in raising or disbursing funds tor purposes
such as charitable, religious, cultural, educational, social or fraternal purposes,
or [or the carrying out of other types of good warks ;

Cheieinator " means an account holder of where there 15 no account, the
person natural or legal that places the order with the financial institution to
perform Lhe wire transter |

ite-gff fransaction” means any trangaction carried oul other than in the
course of an established business relationship, 1t is important o determine
whether an applicant for business is undertaking a one-off transaction or whether
the transaction is or will be a parl of a business relationship as this can aftect
the identification requirements ;

Pepvehie theanigh account” means corresponident accounts thal are vsed
direetly by third parties to transact buginess on their own behalf;

Proceeds 'meanany property or value derived from or obtained. directy or
indirectly, throuzh the commission of an offence |

Froperiy means assets of every kind, whether corporeal or incorporeal,
moveable or immoveable, tangible or intangible, #nd legal documents or
instruments evidencing title to, or interest in such assers ;

'Risk " means the risk of money laundering and/or terrorist financing ;

SCUML 'means Special Control Unit against Money Laundering in the Federal
Ministry of Trade and Investment :

‘Serrlors ' Settlors include persons or companies who transler ownership of
their assets to trastees by means of a trust deed and where the trustees have
some-diseretion as Lo the investment and distribution of the trust's assets, the
deed may be accompanicd by a non-legally binding letter setting out what the
settlor wishes to be done with the assets ;

Shell hank ' means a bank that has no physical presence in the country in
which it i5 ineorporated and licensed, and wihich 1s unaftiliated witlya regulated
financial service group Lhat is subject to effective consolidated supervision ;
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Cieation,

‘Physical presence’ means meaning(ul mind and management lecated within
a country and the exislence simply of a local agent or low level staft does not
constitute physical presence ;

Terrorist” has the same meaning as in Terrorism (Prevention) Act, 2011
(as amended) :

Terrorist act has the same meaning as in Terrorism (Prevention) Act, 2011
tas-amended) ;

Terrorist organization has the same meaning as in Terrorism (Prevention)
Act, 2011 (a5 amended) ;

Terrorist properne” ineludes a property which—
{er) has beer, 15 being or is Tikely to be used Tor any act of terrarism
(B} has baen, is being or is likely W be used by a proseribed organization ;
(¢y s the procesds ol an act ol twerrorism § and

{ef) 15 provaded or collected for the pursuit of or in connection with an
det of terrorism ;

Those whe finaece ferrorivm inelide sny person, group, undertaking or
other entity thal provides or collects, by any means, directly or indirectiy.
funds or other assets that may be used, in full or in part, to facilitate the
commission of lerrarist acts, or to-any persons or cntities acting on behalf of,
ar at the direction of such persons, groups, undertakings or other entities and
those who provide or collect funds or other assets with the intention that they
should be used or in the knowledge that thev are to be used, in full ar i part,
in order Woocarry out terrortsl aets

"Trustees include paid professionuls or companies or unpaid persons who
Lold the assets in a trust {und separate from their own assets, They invest and
dispose of them in accordance with (he settlor’s trust deed. taking account of
any letter of wishes. There may also be a protector who may have power 1o
veto the trustees’ proposals or remove them, or a custodian trustee, who holds
the assets to the order of the managing trustees :

“Unigue identifier means any unigue combination of letters, numbers or
symbaols that refers to # specific ariginatar © and

Wire tramsfer ' means any transaction carried oul on behall of an originator
both natural snd legal person, through a financial institution by electronic means,
with a wiew 1o making an amount of money available to a beneliciary person at
another fnancial institution: where the originater and the beneficiary may be
the same person.

133. These Regulations miy be cited as Central Bank of Nigeria (Anti-

Money Laundering and Combating Financing of Terrorism tor Banks and Other
Financial Institutions in Nigeria). Regulatons, 2015,



SCHEDULES

SCUEBULE I—SancTions Ann Pisares
SanCTIONS

Sections 15 and 16 of the Maney Laundering {Prohibition) Act, 2011 (as
amended) provide for fines or term of imprisonment or both Upon committing
money laundering or aiding and abetting money laundering activities. The

administrative sanctions outlined in this document will be imposed consequent
tupon the examination of a financial institution and observance of contraverntions

by CBN Examiners and other agencies.

I determining the sanctions to apprly, all the circumstances of the case will be
taken into account. including -

Lo—{et} Whether the conttavention was dal iberate, dishonest or reckless -
ih) The duration and frequency of the contravention £

(e} The amount of any benefit mained or loss avoided due to the
contravention :

(ef) Whether the contravention reveals serious or syslemic weaknesses of
the management systems or internal rules relating to all or part of the business
and

(e) The nature and extent of any AMLICFT crime facilitated, occasioned or
otherwise attributable to the contravention—

() whether there are o number of smaller issues. which individually may
not justity administrative sanction, but which do so when taken col lectively ;
and

(6} Any potential or pending criminal proceedings in respect of the
contravention which will be prejudiced or barred il a monetary penalty is
imposed purstiant to the Administrative Sanctions Procedure,

L—la) How quickly, effectively and completely the financial institution or
person concernied in its management brought the contravention to the attention
of'the BN or any other relevant regulatory authority ;

{£) The deuree of co-operation with CBN Examiners or other Agency
privided during the examination ;

{£) Any remedial steps taken since the contravention was identified,
including: taking disciplinary action against stalT invalved {(where appropriate);
addressing any systemic failures; and taking action designed to ensure that
similar problems do not arise in the future

(¢f) The likelithood that the sume type of contrtavention will reoceur il no
adminisirative sanction is imposed ; and '

(e} Whether the contravention was admitted or denied.
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3. The previous record of the financial instittion or person concerned in
its management ;

) Whether CBN has taken any previous action resulting in @ setllement,
sanctions or whether there are relevant previous criminal convictions ;

(#) Whether the financial institution or person concerned in its manzgement

has previously been requested to take remedial action ; and
(¢} General complianee history,
Criemeral 4 —(a) Prevalence of the contravention |
censidera- . o . .
sl {h) Action taken by CBN in previous similar cases | and

{£) Any other relzvant consideration.

Prnames

The penalties that the CBN shall apply for contraventions of the MLPA 201
(as amended), Terrorism Prevention Act {TPA), 2001 (a5 amended), Terrorism
Prevention (Fregzing ol Intemational Terrorists Funds and Other Related Measures)
Regulations, 2013 and CBN AMLACFT Regulation 2013 {(comprise revocation of
suspension of the operating license, non-monetary and linancial penalties) shall
b as permitted by BOFLA or any other relevant laws or any resulations issued by
the Attorney General of the Federation,
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SCHEDRDULEN
[ ariom o BEsTaains Ioewrmy

| —i(1) For nuteral pergons, the following information ghall be abtained,  wawel

where applicahle Persans.

{er) lemal nume and any other names used (such as maiden name) ;

(/) permanent address (full address shall be obtained and the use of a post
office box number only. is net sufficient) .

(o) telephone number, fax number, and eamail address

L) daterand place of birth ;

(e} natorality ;

() wceupation, public position held and name ol employer ;

() an official personal identifieation number o othér unigue identifer
contained in an unexpired official documen such as passport. identficition
card, residence permit; sociul seourily records or drivers’ licence that bears a
photograpi ol the customer |

() type of account and nature of the banking relationship ; and

(i) signature,

(2 The Financial Institulion shall werily the information referred to in

paragraph | of this Appendis, by at least one of the following methods—

(e} confimming the date oF hivth from an efficial document (such as birth
cerlificate, passport, identily card, social seeurity records)

(4 confirming the permanent address (such as vtility bill, tax assessment,
bank statement. a letter from w public authority) |

(¢) cantacting the customer by telephone, by letler or by c-mall 1o ¢onfirm
the information supplied afler an aceount has been opened (such s a
disconnected phone. returned mail, or ingorrect e-mail address shall warrant
[urther investigation):

ey conlirming the validity of the official decumentation privided through
certification hy an authorized person such as embassy official, nolary public.

i3) The examples quoted above are not the only possibilitles. There may be

olher documents of an egquivalent nature which may be produced as satisfactory
evidence ol customers” identity,

{4) A Financial Institution shall apply equally, effective custemer identification

procedures (or non-face-to-face customers as for those available for intervicw,

{51 A Financial Institution shall make an initial assessment ol'a customer’s

risk profile from the information provided and particular attention shall be
focused on those customers identified as having a higher risk profile and any
additional inguiries made or informution obtained in respect of those customers
shall include—




() evidence of an individual’s permanent sddress sought through o credil
reference agency scarch, or through independent verification by hame yisits

(&) personal reference by an existing customer ol the same natitution :

i¢) prior bank reference and contact with the bank regarding Lhe
customer ;

o) source of wealth § and
(e} verification of employment and public position held where appropriate.

{#) The custamer acceptance policy shall not be so restrictive toamatmt 1o
4 denial of access by the general public to banking services, esoecially tor people
who are Onanciaiby or secially disadvantuged.

Insit balins, 3 The leem “Institulion™ includes any entity that is not a natural person and
i considering the customer identification guidance for the different types of
institutions, particular attertion shall be given to the different levels ol risk involved.

ot potile 3—(1) For corporate entities such as corparations and partnerships. the
Enfilies. following information shall be obtained--

(o) mame of the institution

(#) principal place of the instilution’s business aperalions.:

i¢) mailing address of the institulion ;

(o) contact telephone and fax numbers ¢

{¢} some form of official identification number, i available such as tax

identi Neation number ;

(fy the original ar certified copy of the certificate of incorporation dnd
memorandum and articles of association ;

{g) the resolution of the hoard of directors 1o open an aceoun| wund
identilication of those whe have suthority to operate the account ; and

¢h1 nature and purpose of business and its Jeaitumaey.

{7} The Financial Institution shall verify the information referred to in

paragraph 7{1) of this Schedule by at least ane of the following rethods -

() for established corporste entities, reviewing o copy of the latest report
and audited aceounts, 11 available |

(4] conducting an enquiry by o business information seETvice ar-an
undertaking from a reputable and known firm of lawyers or accountants
confirming the documents submitted |

(¢ undertaking a company search and/or other commercial cnguitics o
seethat the institution has not been, or is not in the process of being dissolved.
struek ofl, wound up or terminated §

(¢ uilising an independent information verification process, such as
accessing public and private databases



ey abtaining prior hank relerences .

L visiting the corporale entity 5 and

(g} contacting the corporate entity by telephone, mail or -mail.

(21 The Financial Insttulion shall also take reasonable steps o verily the

tentity and reputitivm of any agent that opens an account on behalfofa corporule
customer, i that ggent is not an officer of the corporate cuslomer.

4—(1} ForCorporations or Partnerships, the principal guidance is to look
behind the institation to identily those who have control over the business and the
company’s or partnership’s assets, ncluding those who have ultimate control.

(21 For corporations, particular atiention shall be paid to sharcholders,
signatories or others who inject a significant propartion of the capital or Mnancial
support or exercise control and where the aowner 15 another corporale entily or
trust the objective is o undertale reisonable measures to look behind that company
tverify the identity of the principals.

(3 What constitutes control far this purpose shall depend an the nature of
g eonmpany and may rest in those who are mandated womansge the Tunds, accounts
or investments without requiring further autharization, and who would be in a
position o override mnternal peocedures and conteal mechanisms.

{4) Far parmerships. each partner shall be identified and it shall identily
immedinte fmily members that heve ownership controel,

(3) Where a company s listed on a recopnized stock exchange or is a
sthsidiary ol a lisled company, the company fsel 5 moy be considered o be the
orincipal to be identified and where a listed campany is effectively controlled by
an individual, group of individuals, another corporate entity or weust, those in
control of the company are considered to be principals and shall be identified
aeeordingly.

S.—{1) The lollowing information shall be altdined n addition o that
required o verily the identity of the principals in respect of Retirement Benefit
Programmes, Muotual or Friendly Societics, Cooperstives and Provident Socictics,
Charities, Clubs and Associations, Trusts and Foundiations and Professional
[ntermediaries:;

{erd name of gccouit |

() mailing address ;

() contaet telephone and fax numbers ;

() some o of official identifeadtion number, such as wx identiReation
number ;

(o) deseription of the purpose or activities of The account helder as stated
ina formal constitution 1 and

(1 copy ol decumentation confirming the legal existence ol the account
holder such as register of charities,
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(2) The Financial Institution shall verify the iaformation refurred  in
paragraph & (1) of this Schedule by at least one 0 [ the following

{a) obtaining an independent undertaking from a reputable and known [irm
of lawvers or accountants confirming the documents submitted ;

(b obmining prior bank references © and

{¢1 aceessing public and privale databases or officiul sources.

6. Where an occupational pension programme, empleyvee benel Lrust or
share option plan is an applicant for an accounl, the trustes and any othur person
who has control over the relationship such as the administralor, programime
manager, and account signatories shall ke considered as nrincipals and the fnancial
institution shall take steps to verify their identities.

7. Where Mutual or Friendly, Ceoperative und Provident Societies is un
applicant for an account, the principals o be idensitied shal! be considered 1o be
those persons excrcising control or significant influence over the organisalion’s
assets. This often includes board members, executives and account signatories.

%.—(1) In the case of accounts Lo be opened [or charitics; ¢lubs, and
societies, the financial institution shal! lake reasonable steps to identify and verily
at least two signatories along with the institution itself, The principils whao shall
he identified shall be considered 10 be those persons exercising control or significant
influence over the ereanization’s asscts. These include members ol the governing
hody or committae; the President, board members, the treasurer, and all signataries.

(2} In all cases. independent verification shall be obtained that the persons
involved are true representatives of the institution and independent conlirmation
shall also be obtained of the purpase of the institution.

9—(1) When apening an account for a Trust, the Mnancial nsttution shall
tuke reasonable steps o verify the trustee, the settlor of the trust (including any
persons settling assets into the trust) any protector. heneficiary and signatories.

(2) Beneficiaries shall be uiu_nu['ed when Lhey are defined. Inthe caseola
foundation, steps shal] be taken o verify the founder, the managers ar directors
and the beneficiuries.

10— 1) Where a professional inlermediary apens a clienl account an behall
of a single client. that client shall be identified and Professional intermediaries
shall apen “pooled” accounts on behalf of o nunmiber of entities; and wherd lunds
Leld by the intermediary are not co-mingled but there are “sub-accounts” which
<hall be atiributable 1o each beneficial owner. all benelivial owners of the acenunt
held by the intermediary shall be identified.

{7 Where the funds are eo- -mingled, the financial instilution shall ook
through to the beneficial-owners but there may be cirgumstances that the Finaneial
Institution may not loak bevond the intermediary such as when the imermediary
is subject to the same due diligence stundards in respect of its client base es the
financial institution.
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(3) Where such cireumstances apply and an account is opened foran epen
orelosed ended investment company (unil trust or limited partnerstup) also subjeet
to the same due dilipence standards in respect of its client base as the financial
institution, the lollowing shall be considercd as principals and the Financial
Institution shall take steps to identify:

(e} the fund itselt’;

(A} ils dircetors or any controlling board, where it is o company 3

(o) its wustee, where it s a unit trust |

(ef) its managing (general) partner, where it is a limited partnership ;

L&) aceaunt signateries ; and

(ff any other person who has control aver the relationship such as fund
administrator or manager.

{47 Where ether investment vehicles are invelved, the same steps shall be
talien as in above where it s appropriate to do so and in addition, all reasenable
steps shall be taken to verily the identity of the beneticial owners of the funds and
ol those whe Bave control over the funds.

150 Intermediarias shall be treated as individual customers ol the (nancial
institution and the standing of the intermediary shall be separately verified by
obtaining the appropriate inloemation itemized above.,
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SCHEDULE I
Mosey Lavspizme ann TErsorisy Fieasc Mg “Ria Flacs™

|, Potential Transactions which may be referred 10 as “Red Flags™ shall be

categarized as follows—

{¢) potential transactions perceived or identified as being suspicious wlich

ameng others shall include :

{i} transactions involving high-risk countries vulnerable Lo money
laundering, subject to this being confirmed |

(i) tramsactions imvolving shell companies

(i) transactions with correspondents that hove been identified as higher
risk ;

{iv) large transaction activities involving monetary instruments sueh as
traveler’s cheques, bank drafis. momey order. particularly those that are
serially numbered ;and

(V) transaclion activities involving amounts thal are just below the
stipulated reporting threshold or enguiries that appear Lo test an nst ifution’s
own internal monitormg threshold or controls,

() money laundering using eush transactions which among others shall

i e

(/) sionificant increases in cush deposits of an individual er corporaie
entity without apparent cause, purticularly where such deposits sre
subsequently ansierred within a short perivd sue of the wmecount 1o o
destination not normally associgled with the costamer,

(i) unusunlly large cash deposits made by un individual or a corporate
entity whose normal business iy transacted by cheyues and other noa-cash
instroments

(i) frequent exchange of cash inta other currencies |

{fv) customets who depesit cash through many deposit slips such thal
the amount of each deposit is relatively small but the overall total is quite
significant ;

(v) ecustomers whose deposits contain Foraod curremoy noles OF
inslruments

(vi) customers who regularly deposit cash (o cover applications [or
ank drafis |

(vii) customers making large and [requent cash depasits with ghegues
always drawn in favour of persons not usually associated with their type il
business |

(vifi) customers wheo reguest to exchange large quantities ol fow
denamination banknotes for those of higher denominations ;



(iv) branches of banks that tend to have far more cosh transactions than
usual, even alter allowing for scasonal fetors © and

Leh o eustomers transferrmg large sums of money o or (rom overseds
locations with Instructions for puyment in cash,

(e} money fnndering using deposit accounts, especially where (hey ire

nconsistent with a customer™s legitimate husiness, which among ethers shafl
include :

(1) mininwal. vague or fetitious information provided by a customer that
the money deposited in the Bunk is not in u position to be veritied

(i) tack ol reference or identification in support of an accoun| ppening
application by a person who is unable or unwilling to provide the required
documentation @

(i) w prospective customer who doues nat have a local residential or
husiness address and there is no apparent legitimate reason for opening a
bank account ;

(/) customers maintaining multiple accounts in a bank or in different
banks for no apparent legitimate reason or business rationale whether the
aceounts wre in the same names-ar have different signatories ;

(v} customers depositing or withdrawing large amounts of cash with no
gpparent business source or in g manner inconsistent with the nature and
volume of the business ;

fedd aceounts with large volumes of activity but low balances or
lrequently overdrawn positions

{(vif) customers making large deposits and maintaining laree balonees
with no apparent rationale :

(v} customers who make numerous deposils into aeccounts and soon
thevealter request for electronic transfers or cash transactions fram those
accounts to other accounts, locally or internationally, leaving only small
bulanges which typically are transactions thal are not consistent with the
custenmers” leailimate business necdy ;

(i) Sudden and unexpectad increase in sceount activity or balanee arising
from deposit of cash and non-cash items which typically are necounts opened
with small amounts but subsequently increase mpidly and significantly ;

() dccounts used as lemporury repositories For funds that are
subsequently transferred outside the bank to foreign accounts which
accounts oflen have low setivily ]

{xi} customer requests for early redemption of certilffeates of deposit or
other investmenl soon after the purchase. with the customer being willing
to suffer loss ol interest or incur penaltics [or premalure realization of
imvestment |
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(xif) customer recuests for disbursement of the proceeds ol certilicates
of deposit or other investments by multiple chegues. aach below the stipulated
reparting threshald ;

(xii) retail husinesses which deposit many chegues Lo their accounts
but with little or no withdrawals to meet daily business needs |

{xiv) frequent deposits of large amounts of eurrency, wrapped in currency
straps that have been stamped by other banks .

(vi) substanlial cash deposite by professional customers into client,
Irust or eserow accounts |

(xvi) customers who appear to have ageounts with several mstitutions
within the same localily, especially when the institution is aware of & regulur
consalidation progess from such accounts prior fa 4 reguest [or orward
transmission ol the funds ;

{(xvif} large cash withdrawals from a previously dormant or imactive
aceount, or from an account which has just received an unexpected large
cradit from abroad ;

(riiif) greater use of sale deposit facilities by individuals, particularly
the use of sealed packets which are deposited and soon withdrawn |

(viv) substantial increase in deposits of cash or negotisble instruments
by a professional firm or company, using client accounts or in-house
campany or irust accounts, especially where the deposits are promptly
rrunsferred hetween other client company and (rust accounts |

{xv) large numbers of individuals making payments into the same account
without adeguate explanation |

(¥xi) high velocity of funds that reflects the large volume of money
flowing through an acéount |

(xxif) an account opened in the name of 4 money changer that receives
deposits ; and

(xxiii) an account operated in the name of an ofl-shore company with
structured movement of funds.

(o) trade-based maoney faundering which among others shall inghude—

(i) over and under-mvoicing of zpods !

(i} multiple invoicing of goods and services

(iify over and under-invoicing of goods and services ;

{(iv) falsely described goods and services and “phantom” shipments
wherehy the exporter does not ship any goods at all after payments hiad
been made, particularly under confirmed letters of credit ;

(v} transfer pricing

(vi) trunsaction structure which appesr unneécessarily complex and
designed to ohseure the true nature of the transaction :



{vii) items shipped which are inconsistent with the nature of the
gustomer's normal business and transaction which lack an obvious cconomic
rationale;

(vl costomer requests payment of procesds Lo an unrelated thicd party:
and

iy significantly amended letters of credit without rezsonable justification
or clanees to the beneficiary or location of payvment.

() lending uctivities which amaong others include :

(1 customers who repay prablem loans unexpectedly |

(i) o cuslamer who s reluctant or refuses to state the purpese ol a loan
ar the source ol repayment or provides a questionable purpose or source ol
repayment ;

(Y loans seeured by pledged assels held by third parties unrelated o
the borrawer 3

(v} loans secured by deposits or other readily marketable assets,
such as securities particularly when owned by apparently unrefated third
p:lrLicS :

(v} touns made for or pard on behalfofa third party with no reasonable
explanation ; and

(1) loans lacking a legitimate business purpase, provide the bank with
sianificant lees for assuming minimal risk, or tend tw obseure the movement
ol funds {e.o. loans made (o & borrower and immediately sold to an entity-
rilated ta the borrower) ;
ifi terrorist financing “red flags™ which among others include -

{f) persans involved in currency transaclions who share an address or
phone number, particularly when the address is also a business location or
does nol seem Lo correspond to the slited occupation such as  student,
unemployed. or sel-employed 3

(i} finangial transaction by a nonprofit or charitable organisation, for
which there appears 1o be no fogical economic purpose or for which there
appears to he ne link between the stated activity of the organisation and
other parties in the ransaction ;

{iif) 2 sale depesit box opened on behall of a commercial enlity when
the business activity of the custamer is unknown or such activity does not
appear 1o justilfy the use of a safe deposit box ;

{iv) where larze numbers of incoming or cutgelng funds translers tuke
place through a business aceount, and there appears to be no logical business
or other econamic purpose for the transfers, particularly when this dctivity
involves designated high-risk locations ;

{1y where the stated oceapation of the custamer is inconsistent with the
type and level of account activity ;




fwf) where funds transfer does not include information pn the ariginator,
ar the person on whose behalf the wansaction 15 conducted, the inclusion of
which should ardinarily be expected §

(i) multiple personal and business accounts or the accounts of nonprofit
eragnisations or charities are used to colleet and lunnel funds tooa small
nuimiber of foreien beneficiaries ;

{vitf)y loreign exchange transactions which are performed on behall'ol'a
customer by a thivd party, followed by funds transfers w locations having
no apparent buginess connection with the costomer or  high-risk countries |
and

{ix) lunds penerated by @ business owned by persons of the same origin
ar by 4 husiness that involves persons of the same origin from designated
high-risk countries.

o) ather unusun| ar suspicious activities which among others include

(1) where employes exhibitz a lavish lifestyle that cannot be justilied by
his/her salary ;

(i) where employee falls to comply with approved operdting guidelings,
particularly in private banking ;

(i) where emplovee is reluctant 1o ke & vagation ,

() safe deposit boxes or safe custedy accounts opened by individuals
who do not reside or work in the institution’s service area despie the
availability of such services al an institution closer 1o them |

(v} customer rents multiple sale deposit boxes to store large amountz ol
currency, meonetary instruments, or high value assets awaiting conversion
tis currency., for placement in the hanking system ;

(1) customer uses a personal secount for business purposes .

(vii) whers official embassy husiness is conducted through personal
acoaunls §

{wiil) where embassy accounts are funded through substantial currency
ransactions ; and

{iv) where embassy accounts direetly fund personal expenses ol foreign
nationals.

Mane: at Abuja this 29th Day of August, 2013,

Santst Lamino Sasus
Crooverney of the Cenieal Bawk of Nigeeio



L amarony Nowe
(Fhis nete does ot form pare of these Resudations
bust f fntended to explain s 2rrpory)

These Regulations seek 1o ensure that the Banking Industry and ather
financial institutions comply with subsisting Anti-Money Laundering and
Combating the Financing of Terrorism Legislation,
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