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1.0 Introduction

1.1

1.2

This regulatory framework is developed to confoorirternational best practice
and standards. It is also a product of vigorousagement and consultations with

stakeholders.

After identifying person to person payments (ovdre tmobile phone
infrastructure) as a practical strategy for finahanclusion of the un-banked, the
Central Bank of Nigeria opted for the creation af anabling regulatory
environment as a policy path towards achievinglakidity, acceptance and usage

of mobile payments services in Nigeria.

The overriding vision is to achieve a nationallyilised and internationally

recognised payments system.

Objectives

The objectives of the regulatory framework arecdi®ws:

* Provision of an enabling environment for mobile paynts services in
reducing cash dominance in the Nigerian economy.

* Specification of minimum technical and businessum@gnents for various
participants in the mobile payments services imgustNigeria.

» Stipulation of roles and responsibilities of pagants in the provision and
usage of mobile payments services in Nigeria.

* Provision of broad guidelines for implementationppbcesses and flows of
mobile payments transactions from initiation to pdation.

Scope
This regulatory framework addresses business gbegrning the operation

of mobile payment services in Nigeria. It specifieasic functionalities

expected of any mobile payment service and solutidtigeria. In addition, it
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sets the basis for regulation of mobile paymenigices offered at different

levels and by diverse participants. This framewdoks not cover the use of
mobile phone as an access to the internet for tiipoge of using internet
banking services. In that regard, the provisionghaf Electronic Banking

Guidelines should apply.

Participants

The framework shall guide the activities of pagamts in the provision of
mobile payments services. Participants include iserv providers,
infrastructure providers, solution providers, scbemperators and the

consumers.

Scheme Operators

Organizations that provide the infrastructure fog tnobile payment systems

for the use of participants that are signed-oméirtscheme..

Settlement I nfrastructure Providers

Organizations providing infrastructure that enableessage exchange,
switching and settlement facilities for mobile pagmts services.

Service Providers

Organizations that employ the infrastructure ofesuh operators to provide

mobile payments services to end users.

Consumers

These are end users of mobile payments services.

Solution Provider

These are information technology software deve®leat develops mobile

payments software, application and other ancillemdware.



2.0

2.1

M obile Payment System

Mobile Payment System in Nigeria refers to the aasicomponents required
to deliver mobile payment to the banking and nonkireg community. The

providers of these services and solutions shalieb@ired to operate within
the defined regulatory framework specified in theument.

The Central Bank of Nigeria shall be responsiblediefining, monitoring and

regulating the mobile payment systems in Nigeria.

M obile Payment M odels

This framework has identified three major modelstfe implementation of
mobile payments services namely;
* Bank —Focused- Financial Institutions as Leadatoti
« Bank Led - Financial Institution(s) and/or its Corimim as Lead
Initiator

* Non-Bank Led- A corporate organisation as Leaddtot

The Lead initiator shall be responsible for engyitimat the various solutions
and services within a mobile payment system meet éhtire regulatory
requirement as defined by the Central Bank of Nagérhe Lead initiator (as
an entity and as representative of other partradrall be legally responsible
and accountable to the Central Bank of Nigeriathedend user.

The Central Bank of Nigeria appreciates the ciitioke of telecommunication
companies in any of the models for the implementatf mobile payments
services in Nigeria. The role of the telecommun@atcompanies shall be

guided by the following provisions;

Telecommunication companies shall
* provide telecommunication network infrastructure floee use of scheme

operators;
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2.1.1.2.3

* ensure that a secure communication path basedede¢hnology standard
stipulated in this regulatory framework is implertesh

* make available its network to scheme operatorsdbasecriteria which
are transparent and generally applicable to alleseh operators without
discriminatory practices against any scheme,;

* ensure that its subscribers are free to use anyilenphyments system
service of their choice;

* not receive deposit from the public except in respé the prepaid airtime
billing of their subscribers

* not allow the use of the prepaid airtime value &xhby their subscribers

for purposes of payment or to transfer monetaryeval

Bank-Focused M odel

This is a model where a bank delivers banking sesvito existing and
prospective bank customers using the mobile pha@na delivery channel.
This model can only be deployed by a licensed depalsng financial
institution. Licensed deposit-taking financial igions, under this model
shall include, deposit money banks, microfinanagkbaand discount houses.

The Participants
The participants in this model shall include thiating bank, its Information

and Communication Technology (ICT) partners ancctistomers.

Responsibilities of the Financial I nstitutions

Financial Institutions shall be responsible for;

seeking and obtaining necessary approvals fromettigatory authorities.

the deployment and delivery of the mobile paymehitsons to the customer
ensuring that the mobile payment solution meetspaktified mobile payment

standards as stated in the mobile payment sersegegatory framework
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putting in place adequate measures to mitigatehallrisks that could arise
from the deployment and use of its mobile paymehitsn.

facilitating international remittances to both gtiee and non-scheme
recipients.

Rules

The financial institutions shall ensure that

the mobile payment system meets all regulatoryirements and standards
it adheres to the requirements of the mobile payd#C guidelines.

it makes adequate provision for monitoring and repg as defined in the
mobile payment monitoring and compliance guidelines

remittance messages shall, at a minimum, be codvégethe recipient
through secured SMS.

Bank Led Mod€

This is a model where a bank, or a consortium akbapartnering with other
organizations, jointly seeks to deliver bankingvems leveraging on the
mobile banking system.

This model shall be applicable only in a scenariberg there exists
collaboration between a licensed deposit-takingrfaial institution(s) and an
organization duly verified by the partner bank(sicensed deposit-taking
financial institutions, under this model shall wmdé, deposit money banks,

microfinance banks and discount houses.

The Participants
The participants in this model are the initiatin@gnk(s), the partner
organizations (e.g scheme operator, infrastructur@roviders

telecommunications companies, independent operatoysand the customers.
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2.1.2.3

21231

21232

2.1.2.3.3
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2.1.2.4.3
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21.2.4.6

2.1.2.5

Roles of the Financial I nstitutions

The Financial Institutions shall:

provide all financial services for the operatiortlod mobile payments service.
verify, approve and guarantee the creditability amegrity of the partner

organization.

Roles of the Partner Organizations

Among other roles as may be defined in the agreeméh the financial
institution(s), the partner organizations shall:

provide and manage the technology required to eelimobile payment
services to the customer

provide the agent network required to extend al phoposed services to the
market place.

facilitate international remittances to both scheand non —scheme recipients

Responsibilities of the Financial | nstitutions

The Financial Institutions shall be responsible for

seeking and obtaining approval from the CBN;

providing financial, clearing and settlement seegido the mobile payment
system;

ensuring that the mobile payment solution compliéth specified mobile

payment standards as stated in the mobile paymemtces regulatory

framework;

putting in place adequate measures to mitigatehallrisks that could arise
from the deployment and use of its mobile paymehiteon and;

educating the customers on the appropriate useecfdlution;

recruiting, training, and managing the agents

Responsibilities of the Partner Organizations

The Partner organisations shall be responsible for:
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2.1.2.55
2.1.2.5.6

2.1.2.6
2.1.26.1

2.1.2.6.2

2.1.2.6.3

21.26.4

2.1.3

ensuring that the proposed solution meets all dglatory standards and
requirements specified in the mobile payment ses/regulatory framework;
the deployment and delivery of the mobile paymehitgons to the customer;
providing the agent network required to supportdbkvery of services to the
customer;

collaborate with the financial institutions in reiting, managing and training
the agents on the network;

educating the customers on appropriate use ofdllaéian;

ensuring that international remittance messaged, sitaa minimum, be

conveyed to the recipient through secured SMS.

Rules

The mobile payment system must meet all regulat@guirements and
standards

The financial institution shall ensure that

it adheres to the requirements of the mobile paysiéiC guidelines.

it makes adequate provision for monitoring and repg as defined in the
mobile payment monitoring and compliance guidelines

international remittance messages shall, at a nummbe conveyed to the

recipient through secured SMS.

Non-Bank Led M odel

This model allows a corporate organisation that tbesn duly approved by
CBN to deliver mobile payments services to conssméhis model shall be
applicable to any organization other than a licdndeposit money bank and
telecommunication companies. Corporate organisatiomer this model,

include switching companies and payments systewicgeproviders.
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2.1.3.2
21321

21322

2.1.3.3

21331

2.1.3.3.2
2.1.3.3.3

21334

2.1.3.3.5

2.1.3.3.6

2.1.3.3.7

2.1.3.3.8

2.1.3.3.9

The Participants
The participants in this model are the corporagapoization, its partners and

the consumers.

Roles of the Organization

The corporate organization would provide and man#ge technology
required to deliver mobile payment services todistomer.

The corporate organization would provide the ageetwork required to
extend all the proposed services to the markeeplac

Responsibilities of the Organization

The organisation shall be responsible for:

ensuring that the proposed solution meets all dglatory standards and
requirements specified in the mobile payment ses/regulatory framework.
the deployment and delivery of the mobile paymenhitsons to the customer.
developing the agent network required to suppatdalivery of services to
the customer.

recruiting, managing and training the agents oir tietwork.

educating the customers on appropriate use ofollaéian

ensuring that its mobile payment system providassiactions monitoring and
reporting system in compliance with regulatory riegments.

providing access for on-the-spot assessment ariicagon of its transaction
details by the Central Bank of Nigeria on an on-dethbasis.

providing a quarterly assessment report on the opmdnce of the
organization and the submission of same at the iBgnlOperations
Department of the Central Bank of Nigeria.

keeping records of transaction details emanatimmgn fithe organization’s

mobile payment system.

2.1.3.3.10ensuring that the mobile payment solution comphth specified standards

as stated in the regulatory framework.

10



2.1.3.3.11putting in place adequate measure to mitigatehallisk that could arise from

the deployment and use of its mobile payment smiuti

2.1.3.3.12shall appoint and notify CBN of its settlement bamkong the CBN approved

settlement banks.

2.1.3.3.13facilitate international remittances to both schermed non -scheme

2134

21341

2.1.3.4.2

2.1.3.4.3

21344

2.1.3.45

2.1.3.4.6
2.1.3.4.7

2.1.3.4.8
2.1.3.4.9

2.2

recipients.

Rules

The organisation shall ensure that:

monetary values in respect of its mobile paymeetgices are reflected in the
settlement bank financial system by maintainingetllesnent account with a
deposit money bank.

The settlement account with the deposit money k&l be opened as a
nominee account with users of the e-money issuatlambeneficiaries.

The settlement account is not interest bearing dth ihe users and the
organisation

The settlement account is not used, under any guigeirpose, as collateral
for negotiation of loans by the organisation.

The balance on the settlement account shall alvieysqual to the total
outstanding (un-spent) balance of all holders efdgfmoney

the mobile payment system meets all regulatoryirements and standards

it adheres to the requirements of the mobile paymkEnow Your Customer
(KYC) guidelines.

all customer transactions are traceable; auditaiecan be validated.
international remittance messages shall, at a nummbe conveyed to the
recipient through secured SMS.

Types of Mobile Payments Scenarios

Mobile payment scenarios are methods through winobile payments can

be carried out. These scenarios could be;

11
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e Card Account Based
« Bank Account Based

» Stored Value (e-Money) Account Based

Card Account Based

This is a scenario where a payment card is linked mobile phone for the

purpose of initiating and concluding payment tratisas.

Types of Card-Driven Payments

The types of card-driven payments recognized byClBN are:
* Credit,
* Debit and
* Pre-Paid

Rules of Operations

The Card Account Based payment shall be based oimfeastructure that
relies on the global 3-DES secure architecture.

The card shall be issued by a CBN approved cauhigorganization

The card shall be recognized within the existimguficial system

The card system shall comply with the existing fagon and standards for
cards.

All Card Account based transactions must be auitetet! against the

originating Card Management System.

Bank Account-Based

This is a scenario where a mobile payment systawesitransactions through

bank accounts of customers. These accounts ard loaiséhe existing account-

generating system in the banking system.

Some of the account type include: current accosenjng account, domiciliary

accounts etc.

12
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Types of Bank Account Based

The types of Bank Account based scenarios shdlldiecbut not limited to Pull

Based account transactions and Push Based accansddtions.

The Pull-based transactions are transactions #vatrgte a debit on the account

through a mobile payment solution, whilst a Pusbedagenerates a credit

transaction through a mobile payment solution oa #tcount. A Pull-based

transaction shall be authorised by the accountdnolch a verifiable mode before

the transaction is consummated and debited tortigmaccount.
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2.2.3

Rules of Operations

The Bank Account Based payment shall be originated a financial
institution’s banking application.

The Bank Account Based shall comply with the erggtaccount opening
standards and practice in the Nigerian bankingesyst

The transaction activities generated within/by slteount shall be traceable,
monitored and logged within the mobile paymentexyst

Access to the account through the maghélgment system shall be via a
secured mobile payment system that meets the de$taadards specified in
the mobile payment services regulatory framework.

Authorization of transactions originating from oerminating on these

accounts shall be based on standards defined hostdinancial institution.

Stored Value Account Based

This is a scenario where a mobile payment systevesltransactions through
a system-based account. These system-based acsbalitsomply with the

standards defined within the regulatory framework.

13
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2.2.3.2
22321

22322

2.2.3.2.3

22324

2.2.3.25

2.2.3.2.6

Type of Stored Value Account
The various stored value options recognized byGBél include Re-loadable

stored value accounts, prepaid account etc.

Rules of Operations

All system-based accounts shall have an identiinasystem that generates
unique identifier per user account within the melphyment system.

All system-based accounts shall only be accesdibeugh the mobile
payment system.

The user may however specially request other meéraccess to his/her
system-based account other than specified in 2.2.above. The liability of
the user shall be clearly stated before grantiggest.

All accounts and transaction details shall be starean encrypted format
within the mobile payment system.

The mobile payment system account management halt comply with all
the standards and requirements defined in the engimlyment regulatory
framework.

All system based stored value account shall be tbed settlement account
with a licensed deposit taking institution. Thetlsetent account shall be
funded to the tune of the total outstanding balaamoeunt of all the system-
based accounts on the scheme

2.3 M obile Payment Processes

The mobile payment solution providers shall provaledetailed payment
management process that covers the entire solabinery process from
customer registration and management, customericeerand dispute
resolution procedures to transaction settlemeatifin

These processes shall cover the scope of the \aiaen across all the

participants in the mobile payment system.

14
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2311

23111

23112

23.1.1.3

23114

23115

2312
23.1.21

23.1.2.2

2.3.1.2.3

23.1.2.4

Operational Modalities

The Mobile Payment system shall support the follmyvkey processes for

delivering payments to the customers through therdsets.

Registration

All scheme operators shall be registered with teatal Bank of Nigeria and
shall be issued a unique scheme code by the naswigch for managing

interoperability within the national mobile paymesystem.

The mobile payment system deployed by a serviceigeo shall have the
capabilities to register all users within the paptrgystem.

The service provider shall register users of itsitstn based on technology
standards and requirement in this regulatory fraankw

The solution provider shall ensure that the regigin processes within its
mobile payment system shall fulfil the entire KY@quirement specified
within the regulatory framework.

All mobile payment system users shall retain andntaa evidence of the
successful completion of the registration proceisls avsolution provider.

Activation

The mobile payment system shall require a regidteiger to activate the
service before commencement of transactions wahPHi/Password.

The activation of service shall ensure that usentitly is not compromised
within or without the mobile payment system.

The activation of users shall be securely manag#dnithe solution provider
mobile payment system

The scheme operators shall ensure that the adtivatrocess is not

compromised or altered within its infrastructure.

15



2.3.1.3
23.131

2.3.1.3.2

2.3.1.3.3

23.1.34

2.3.1.35

2314
23141

2.3.1.4.2

23143

23.1.4.4

23145

Transactions

All transactions initiated and concluded within thmbile payment system
shall have a unique transaction reference issugtddogystem

All transactions shall have the following elemenigansaction number,
transaction amount, transaction date and time sammerchant categories,
merchant addresses and codes

Each transaction detail logged within the paymgstesn shall contain a valid
description, payer and payee phone numbers.

Mobile payment solution providers shall provide ifications for all
transactions concluded on their mobile paymeniesyst

Scheme Operators shall ensure that all transactwosessed within its

infrastructure are not compromised.

Settlement

The settlement process to be deployed by schemeatope shall ensure
compliance with the settlement standards and reopgénts defined in the
mobile payment regulatory framework.

The scheme operator shall ensure that its mobyenpat infrastructure fully

complies with the mobile payment services regulataamework requirement

for finality of settlement.

The scheme operator shall provide all solution ers with settlement

positions for reconciliation of transactions.

All final settlement processes shall be routedugtothe inter-bank settlement
system.

The scheme operator shall ensure that all settlemé&rmation details are

preserved for reference over a 5 year period.

16



3.0

3.1

311

| nfrastructure

The core infrastructure in providing a national ne®bpayment system
comprises transaction, clearing and settlement ngements. These
infrastructures consist of service providers, nekifacilities, information and
computer technologies, operating procedures am.rilo achieve finality of
payments to all parties, the settlement processaflomodels need to be

defined as well as the rules guiding the variougises.

Infrastructure already exists at the national dwiand inter-bank settlement
system, to facilitate the settlement finality ofypgent through the CBN Inter-
Bank Funds Transfer System (CIFTS) infrastructurdrastructure shall

facilitate instant payment to the end users antlesetnt of the Scheme
providers in a T+1 cycle for the mobile paymentteys The rules and
regulation to provide such an operation are detdkdow.

Settlement

There are various settlements processes whiclcentle into place depending
on how the mobile services were consummated. Thaces include Intra-
Scheme On us; Not on us) and Inter-Schemeoh Us; Not On Us).

Intra Scheme

Intra-Scheme Services are services that are conatedmvithin a particular

service provider’'s scheme. However, as there anews participants in each
scheme, a service initiated by a particular paréict on itself is referred to as
a On Us service while a service initiated from one pap#it to another

within the same scheme is referred &&oa0On Us.

The role of Intra-Scheme Settlement Providers shallto provide a net
position of all their participants to the inter-liasettlement system to effect

finality of payment.

17



3.1.2 Inter Scheme
Inter-Scheme Services are services consummatedssadwo different
schemes by various participants. When a servicensummated by the same
participant that belongs to two different schentleis, service is referred to as
On Us service.Not On Us service are services consummated by two different

participants that belong to two different schemes.

The role of Inter-Scheme Settlement Providers shallto provide a net
position of all participants which consummate ssggiacross schemes to the

inter-bank settlement system to effect the finaditypayment.

3.1.3 Final Settlement
For finality of Settlement between participatingstitutions, settlement
providers shall provide settlement information fegit participants to the final
settlement system. Final Settlement shall be dorwaigh the CBN Inter-Bank
Funds Transfer System (CIFTS) by effecting thepusitions of both the inter
scheme and the intra schemes (Not on Us) provigethé national central

switch and the inter-bank settlement system.

3.14  Operating Rules
3.1.4.1 Intra-Scheme (Not on Us) Settlement

Any organization providing intra-scheme settlensdll:
3.1.4.1.1 obtain CBN approval for the operation of the scheme
3.1.4.1.2 maintain a settlement account with a bank thatgaréicipant on CIFTS.
3.1.4.1.3 provide net settlement positions of all their pap@nts to the participating
banks for final settlement on a T+1 cycle.
3.1.4.1.4 provide statistical reports to the Regulators aadigpants as required.
3.1.4.1.5 maintain audit trail and transaction log of allnsactions consummated on the

scheme.

18



3142

3.14.21

3.1.4.2.2
3.1.4.2.3

3.15
3151

3.1511

3.1.5.1.2

3.1.5.1.3

3.1.5.1.4

3.15.2

3.1.521

| nter Scheme Settlement

Any organization providing inter-scheme settlensll:

provide net settlement positions of all Inter-Sckeservice providers and
effect final settlement using the CBN Inter-BanknBs Transfer System
(CIFTS) on (T+1) cycle.

provide statistical reports to the regulatory bedied participants as required
maintain audit trail and transaction log of allnsactions consummated on the

scheme.

Roles and Responsibilities
Intra Scheme Settlement

Any organization providing intra-scheme settlensslt
provide the infrastructure (hardware, software,tewng and security) to

participating service providers on mobile paymesttsemes.

provide business continuity and disaster recovéagpto ensure services are

always available at all times.

provide 99.99% system availability and ensure ahed on participating

institutions follows same rule.

ensure all infrastructures are interoperable aatdgsoviders.

Inter Scheme Settlement

Any organization providing inter-scheme settlenmsill:
provide the infrastructure (hardware, software tawng and security) to link

all inter scheme providers.

19



3.1.5.2.2

3.1.5.2.3

3.1.5.24

3.2

321

3.2.2

3221

3.221.1
3.2.2.1.2
3.2.2.1.3

3.2214

provide business continuity and disaster recovéagpto ensure services are

always available at all times.

provide 99.99% system availability and ensure #tlasigned-on participating

institutions follow same rules.

ensure that all infrastructures are interoperabtess all providers.

Scheme Operators

Scheme Operators provide the infrastructure forntiobile payment systems
for the use of participants that are signed-oméirtscheme.

Participants

The participants in this industry are Banks, PayseBwitches and

Independent Scheme Operators.

Operating Rules
For any of the following interested parties to @peras scheme operator they

shall adhere to the following rules:

Banks

Banks shall:

obtain CBN approval before operating the scheme

have systems to provide KYC information to allukgory bodies

ensure that independent service providers pledggquade collateral where it
provides settlement banking relationship.

ensure that the settlement accounts of the indeerkrvice providers to
which it provides banking services is drawn downoofy the net settlement

position of the provider.

20



3222

3.2221

3.2222

3.2.2.2.3

3223

3.2.23.1
3.2.2.3.2
3.2.2.3.3

323

3.23.1

3.2.3.2

3.2.3.3

3234
3.3

Payment Switches

Payments switches shall:

obtain CBN approval to operate the scheme

maintain systems to provide KYC information toradulatory bodies

ensure that service providers utilizing their istracture provides adequate

collateral to mitigate settlement risk.

Independent Scheme Operators

Independent scheme operators shall:

obtain CBN approval to operate the scheme

maintain systems to provide KYC information toradulating bodies

ensure that service providers utilizing their istracture provide adequate

collateral to mitigate settlement risk.

Roles and Responsibilities

Scheme operators shall:
provide the infrastructure (hardware, software,tewng and security) to

participating service providers on mobile payments.

provide business continuity and disaster recovéagpto ensure services are

always available at all times.

provide 99.99% system availability and ensure ahad on participating

institutions follow same rule.

ensure all infrastructure are interoperable acatiggroviders
Service Providers

The service providers employ the infrastructureshef Scheme Operators to

provide services to the end users.

21



331 Participants

The participants in this industry are Banks, Tetegwnication Companies,

and Independent Service Providers.

3.32 Operating Rules

For any of the following interested parties to @teras service providers they
shall abide by the following rules:

3.32.1 Banks

The banks shall:
3.3.2.1.1 obtain CBN approval to provide the service
3.3.2.1.2 provide KYC information to all regulatory bodies

3.3.2.1.3 provide adequate collateral to mitigate settlenniskt

3322 Independent Service Providers
The independent service providers shall:

3.3.2.2.1 obtain CBN approval to provide the service

3.3.2.2.2 provide KYC information to all regulatory bodies

3.3.2.2.3 provide adequate collateral to mitigate settlenniskt

3.3.2.2.4 maintain a settlement account with a settlemenk ban

3.3.2.2.5 ensure that all payments for purchases of issum@dstvalue are made into
designated settlement account.

333 Roles and Responsibilities
Service providers shall:

3.3.3.1 provide customer support service

3.3.3.2 provide users with user manuals and training ingiihe scheme.

3.3.3.3 have procedures for efficient dispute resolution.

3.3.3.4 guarantee that the mobile payment system will lzélavle 99.99%

3.3.3.5 maintain details of transaction records consummatgtin their mobile
payment system for 5 years

22



3.3.3.6

3.3.3.7

334

3341

33411

3.3.4.1.2
3.3.4.1.3
3.34.14
3.3.4.15

3.34.2

3.34.21
3.3.4.2.2
3.3.4.2.3

3343

ensure that the customer gets the notificationefeery transaction on its
mobile and an alternative medium e.g e-mail.
ensure compliance with the standards and requiresnoénthe mobile payment

system guideline.

Risk Management for Independent Service Providers

In view of the peculiarity of the operations of thwedependent service
providers and the unique risks associated witlr iy@erations, the regulatory
framework hereby specifies the following requiretsemo mitigate risks

arising from the activities of the independent sa\providers.

Credit and Settlement Risk

Independent service providers shall:

ensure that the mobile payment system automaticpdlyerates settlement
information.

ride on the capabilities of the scheme operatarsdttlement purposes.
maintain audit trail and settlement log for 5 years

maintain a minimum paid-up capital of N20millionionpaired by losses

fulfill other conditions that may be specified blyet regulatory authorities

from time to time.

Business Continuity Risk

Independent service providers shall:

maintain proper backup infrastructure

implement a disaster recovery and business cohtiplan

periodically test the effectiveness of the backuofrastructure and business

continuity plan.

Other Risks

Independent service providers shall:

23



3.3.4.3.1 implement a robust risk management framework tatifle monitor and
control all other risks that may arise out of tipe@tion.

3.3.4.3.2 ensure that ownership is credible and the top memagt is experienced.

3.3.4.3.3 be registered with CAC as Limited Liability Company

24



4.0 Technology

The technology implemented for mobile payment sewishall comply with the
following technology standards and other requireeutlined in the provisions

of this regulatory framework.

4.1 Standards

411 Modularity of Technologies
4.1.1.1The technology deployed in the delivery of mobilayment services shall
comprise a set of interoperable infrastructure nexiuhat work seamlessly.
There shall be an end-to-end connection from ueeied through transport
network to the service site.
4.1.1.2Provided the security requirements of this regulatoamework are met, the
mobile payment service shall use any mode of conicatian including, but not
restricted to, the following:
Secure SMS,
WAP/GPRS and
USSD1
EDGE
4.1.1.3Provided the security requirements of this framéware met, the mobile
payments service shall use any mode of user imrfancluding, but not
restricted to, the following :
Secure SMS
Menu driven USSD1 application
WAP/GPRS
4.1.1.4The mobile payments services shall not use plais SM
4.1.1.50nly secure channels shall be used in providingilag@ayments services
4.1.1.6The mobile payments services shall ensure non-rapoial
4.1.1.7The mobile payment solution may be embedded inkb 8blkit. The NCC shall
stipulate standards for all telecommunication nekwservice providers to

facilitate embedding of mobile payment solutions.
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4.1.2 Solution Initialisation
The mobile payments solution shall ensure simpigalization of the payment

application.

4.1.3 Compatibility
4.1.3.1The mobile payment solution shall be compatible amdroperable with the

network infrastructure of different telecommunioati companies, solution

providers, and scheme providers and the Nigeridr&leBwitch.

414 I nter oper ability
All schemes shall be able to interoperate:

4.1.4.1with other scheme or solution providers

4.1.4.2with other payment channels like cards, ATM, PQS8, e

4.1.4.3with the National Central Switch

4.1.4.4The National Central Switch shall provide schemaesofor the various operators
of mobile payments services for the purpose of $essnoperations and
settlements, with the ultimate aim of giving imnedi value to all user

transactions

415 M essage For mat
Mobile Payments solutions deployed shall adhereh® following message
format:

4.1.5.1encrypted end-to-end

4.1.5.2 ISO 8583 compliant.

416. Rdiability

4.1.6.1.Payment instruction shall be consistenttgcated. In the event of failure,
immediate reversal shall be automatic.

4.1.6.2Users shall get immediate value for every succéssiusaction.
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417  Flexibility

Users shall be able to switch between service gessiwithout any bottlenecks.

Switching from one solution to another shall beasy as possible.

4.1.8 User Interface

4.1.8.1The user interface shall, at the minimum, be mened.

4.1.8.2If private or personal data in the application dimectly accessible through this
menu (for example, memorizing the PAN-Primary AadoNumber), the access
to this menu shall be protected.

4.1.8.3Administrative functions - for example, tracing,rtd&cation/confirmation of
transaction shall be provided.

4.1.8.4PIN shall be encrypted at the point of entry.

4.1.9 Security
The overall security framework shall ensure:

4.1.9.1encrypted messaging / session between consumesfee@nd third party service
provider / Telecom Company. The minimum encrypttendard to be specified

is Triple Data Encryption Standard (3-DES) encrypti

4.1.9.2all subsequent routing of messages to the scheowdprs’ servers must be with
the highest level of security with dedicated coninég like leased lines (E1
links) / VPNs;

4.1.9.3that Hardware Security Module (HSM) exists betwé&geria Central Switch,
service providers and all financial or third pairtgtitutions that participate in the

scheme;

4.1.9.4that any sensitive information stored in third paslystems is restricted with

appropriate encryption and hardware security statsgla
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4.1.9.5all transactions on an account shall be allowed aifler authentication of the

mobile number and the PIN associated with it;

4.1.9.6 that mobile payments application shall not alldwe bption of saving the PIN

either on the handset or on the application;
4.1.9.7all accounts activated by the consumer on the radpblication is linked to the
mobile phone number. This mobile nhumber shall beduss the second factor
authentication for mobile transactions;
4.1.9.8the PIN does not travel in plain text during thensaction;
4.1.9.9that proper system of verification of the phone benshall be implemented;
4.1.9.10the payment authorisation message from the usestslenphone shall, at the
minimum, be triple DES encrypted and checked forgering by the service or
scheme provider. It shall not be possible for amterceptor to change the

contents of the message;

4.1.9.11 existence of a security policy duly approved by Bward of Directors of the

organisation providing the service.

4.1.9.12segregation of duty of Security Officer / Group lden exclusively with
information systems security and Information Tedbgy Division which
actually implements the computer systems;

4.1.9.13that Information Systems Auditor audits the infotioia systems;

4.1.9.14logical access controls to data, systems, appdicatsoftware, utilities,

telecommunication lines, libraries, system softwate. exists;
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4.1.9.15 at the minimum, the use of proxy server type aiiall so that there is no direct
connection between the Internet and the schemeidemsv systems. For
sensitive systems, a stateful inspection firewdlhlls be implemented to
thoroughly inspects all packets of information, pame past and present

transactions and enable a real time security;alert

4.1.9.16the information security officer and the informatigystem auditor undertake
periodic penetration tests of the system, whichl #haude;

* Attempting to guess passwords using password-argdkiols;

» Search for back door traps in the programs;

* Attempt to overload the system using DDoS (Distiglou Denial of
Service) & DoS (Denial of Service) attacks;

* Check if commonly known holes in the software, esdly the browser
and the e-mail software exist;

* regular penetration testing on the mobile paymygsiiesn;

4.1.9.17 physical access controls is strictly enforced. Ria&ysecurity shall cover all the
information systems and sites where they are hous®t against internal and

external threats.
4.1.9.18 proper infrastructure and schedules for backingdafa. The backed-up data
shall be periodically tested to ensure recoverhait loss of transactions in a

time frame as given out in the security policy.

4.1.9.19the existence of disaster recovery sites and re¢egting of its facilities for the

purpose of business continuity.
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5.0 BushnessRules
2.1 E-Money

E-Money is monetary value stored electronicallg icentrally held electronic
device. It shall possess the following charactiesdb be classified as e-money:

* issued on receipt of funds

accepted as a means of payment by parties othethibassuer
» its value shall be transferable

» shall have defined cash out capabilities

* e-money is not entitled to any interest payments

» charges are not allowed on e-money floats

5.1.1 Issuers
The issuer is the entity which receives paymemixichange for value distributed
in the system and which is obligated to pay or eedéransactions or balances
presented to it. The issuer of e-money can eithex bank or a third party with

the necessary authorization/license from the regrlauthorities.

51.1.1 Bank Issuer
This is the institution that pledges the float. ¥laee responsible for
5.1.1.1.1 settlement of all transactions against (all) tleemoney schemes
5.1.1.1.2 appointment of Agents and subagents
5.1.1.1.3 monitoring the exit of agents and sub-agents
5.1.1.1.4 ensuring compliance to KYC/AML limits as set
5.1.1.1.5 enrolment of customers
5.1.1.1.6 sale of e-money
5.1.1.1.7 cash out/withdrawal
5.1.1.1.8 complying with the minimum technical specificatitor the operation of this
scheme as specified in this framework.

5.1.1.1.9 interoperability with other scheme operators
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5.1.1.1.10maintaining and providing the regulator with data transactions on the
mobile payments scheme detailing transaction volantevalue on a weekly
basis.

5.1.1.1.11the provision of adequate collateral securitiehhie regulatory authority for
the purpose of mitigating settlement risks. The amihall be stipulated and
reviewed by the regulatory authority as may be dsbmecessary from time
to time.

5.1.1.1.12the replenishment of the pledge within 24 hourdeyletion, failing which the
issuer shall be sanctioned.

5.1.1.1.13complying with all the provisions of this regulagdramework, failing which

the regulator may mete out appropriate sanctiomsagsbe deemed fit.

5.1.1.2 Non-Bank Issuer
The Non-bank issuers of e-money for the purposealiile payments are
institutions, other than deposit money banks, wigar@sponsible for:

5.1.1.2.1 the appointment of Agents and subagents

5.1.1.2.2 monitoring the exit of agents and subagents

5.1.1.2.3 ensuring compliance to KYC/AML limits as set

5.1.1.2.4 obtaining license from the regulatory authority fttre operation of the
scheme.

5.1.1.2.5 complying with the minimum technical specificatitor the operation of this
scheme as specified in this framework.

5.1.1.2.6 interoperability with other scheme operators

5.1.1.2.7 maintaining and providing the regulatory authomtith data on transactions
on the mobile payments scheme detailing transastidtnme and value on a
weekly basis.

5.1.1.2.8 providing adequate collateral securities with tegulatory authority for the
purpose of mitigating settlement risks. The amosimdll be stipulated and
reviewed by the regulatory authority as may be dsbmecessary from time

to time
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5.1.1.2.9 replenishment of the pledge within 24 hours of d&ph, else the issuer shall
be sanctioned

5.1.1.2.10maintaining a settlement account with one of theiglated settlement banks
for the purpose of settling inter-scheme settlempgitions. The non-bank
issuer shall notify the regulator of the settlembank of its choice. The
settlement account shall warehouse the total oudstg balance of e-money
issued at any given time.

5.1.1.2.11complying with all the provisions of this regulagdramework, failing which
the regulator may mete out appropriate sanctiomsaasbe deemed fit.

5.1.1.2.12collaborating with other financial institutions tdfer services to the tune of
the limits specified for semi-banked in the KYC/AM&ection of this
framework.

5.2 Agents Network

A contractual relationship in which one party, #ggent, acts on behalf of another
party, the principal. The agent may execute tréolethe principal but is not

responsible for performance by the principal.

521 Roles and Responsibilities of the banks and scheme operators

to their agentsareasfollows:
Banks and scheme operators:
5.2.1.1 may appoint agents to facilitate the following waitiéés in connection to their
mobile payments services:
o Enrolment of customers
o Deposit
o Withdrawal /Cash-out

5.2.1.2shall carry out the following due diligence befapointing an agent;
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5.2.1.3 Where agent is an individual, the name, addregsatire and/or finger prints

of the agent shall be obtained and verified appabgly;

5.2.1.4 Where the agent is a corporate body or a registeusthess, the bank shall
verify its registration and obtain the followingaonments:
» Copies of Certificate of Incorporation/RegistratmiBusiness
* Memorandum and Article of Association
* Board Resolution authorizing the organization téeiomobile payments
agency services
* Any other relevant document for KYC/CDD purposes.

» List of Head Office and Operational offices/kiosks.

5.2.1.5the agent shall be a customer of the bank and/iense operator and shall

maintain a bank account with a bank in Nigeria.

5.2.1.6shall be able to monitor the agent’s cash-in-handllareasonable periods and

evacuate same based on pre-agreed limits.

5.2.1.7shall give an operational brochure detailing thpeeted process for each activity
of the agents.

5.2.1.8shall establish reasonable control procedures drthanactivities of the agent.

5.2.1.9shall purchase a fidelity insurance cover for tbgvéies of its agents.

5.2.1.10shall maintain customer complaint/help line whidhals be conspicuously

displayed at the offices/kiosks of the agent.
5.2.1.11 shall ensure that all transactions consummatedrutsdgayment scheme has an

industry standard audit trail.

5.2.1.12 shall maintain an online link to the agent.
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5.2.1.13shall ensure that its agents are well trained livetethe services they offer
5.2.1.14 shall ensure that the agent displays its brandalgstonspicuously at all times
5.2.1.15shall ensure that the relationship between it émdgents as well as the income

derivable by the agents are documented and agreed.

5.2.2 Roles and Responsibilities of Agent
The agent shall:
5.2.2.1 maintain an account with the bank or scheme opexato
5.2.2.2 maintain a till not exceeding N100,000.00 at amyeti
5.2.2.3 report any transaction he deems suspicious.
5.2.2.4 shall conspicuously display the complaint/help Inaintained by the bank.
5.2.2.5 Effectively use the online link provided by the kf@money issuer in the
conduct of his/her business
5.2.2.6 the agents are not restricted to any one schemmatop€They can serve as

agents to multiple operators).

523 Know Your Customer (KYC) and Customer Due Diligence
(CDD) Requirements
A hierarchical approach towards the implementatibKYC/CDD is required
to make a success of financial inclusion strateigmaobile banking. A three-
tiered KYC/CDD requirement matrix for mobile payn®scheme provider is

therefore stipulated as follows:
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BANKING KYC/CDD VERIFICATION MOBILE PAYMENT
STATUS LEVEL REQUIREMENT TRANSACTION
LIMIT
Un-banked Least KYC Name and Pharidaximum  transaction
Number limit of N3,000 and
Daily limit of N30,000
Semi-banked Partial KYC Refer to CBN KYQJaximum transaction
Manual and Money limit of N10,000 and
Laundering (Prohibition) Daily limit of N100,000
Act.
Fully-banked Full KYC Refer to CBN KYCMaximum transaction
Manual and Money limit of N100,000 ang
Laundering (Prohibition) Daily limit of
Act. N1,000,000.

The above matrix shall apply to individuals whilemthants as account holders shall be
subjected to the full KYC requirements for corpest Schemes operated by

independent organisation shall not allow mobilerpagts transaction beyond the limit

stipulated above for the un-banked.

5.2.4 Anti-Money Laundering Regulation

The mobile payments scheme operator shall notify Nhigeria Financial

Intelligence (NFIU) of suspicious transactions. [@ci®us mobile payments

transaction shall be identified based on the faltmacriteria:

5.2.4.1Any single mobile payment (individual) account (uding virtual and stored

value account) which receives a total volume ofnpayts of more than 100 in a

day.
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5.2.4.2Any single mobile payment (merchant) account (idcig virtual and stored

value account) which receives a total volume ofrpants of more than 1000 in a

day.

5.2.4.3Any single mobile payment (individual) account (uding virtual and stored

value account) which receives a total value of payt:m of-ALm and above in a

day.

5.2.4.4Any single mobile payment (merchant) account (idcig virtual and stored

5.3

5.3.1

5.3.2
5.3.3

5.3.4

value account) which receives a total value of payts1o=ANLOm above in a day.

The regulatory authorities reserve the right tongjgathe criteria for suspicious
transactions reporting in respect of mobile paymess it deemed fit. Such
amendments shall be communicated by appropriateinethato the mobile

payments scheme operators and other stakeholders.

Certainty of Mobile Transactions

For the purpose of establishing certainty of tratisas through mobile payments,

mobile payments scheme operators shall ensur@ltibeving:

Summary of transaction requested must be display#ue user for confirmation.
The transaction summary shall include, the phomebmus of the paying user and
receiving user, transaction description, the tramga amount, date and time and
a unique transaction identifier. By confirming themmary, the user commits to
the transaction.

Option for the user to save such transaction suspamar

Upon completion of the transaction, the user rexean electronic receipt which
shall conform to the transaction summary earliereineed and the option for
saving the electronic receipt shall be availablth&ouser.

The electronic summary of transaction and the edaat receipt should be
securely logged and the log maintained online fari@imum period of three (3)
months and subsequently archived for a minimumogeonf seven (7) years.

However, if a complaint arises before the expiratd seven (7) years, the log in
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respect of such pending complaints shall be maiathiuntil the case is
completely resolved or discharged.

5.3.5 The regulatory authority (or its agent) is granéedess to the log when required
for the purpose of certifying a printed copy fordantial purposes.
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6.0
6.1

6.1.1

6.1.2
6.1.3

6.1.4

6.1.5

6.1.6

6.1.7

6.1.8

6.2

6.2.1
6.2.2
6.2.3

User Protection
Responsibilities of Mobile Payments Scheme

Operators

Operators shall maintain a functional dispute aohmlaints resolution desk
which shall be equipped to receive complaints thhophone calls, e-mails
and personal visit/contact from the user.

The addresses, telephone lines and e-mail of thgplaint resolution desk
must be well advertised through various media dridedr agents’ locations.
Operators and/or their agents shall be the firgttpaf call for any subscriber
of mobile payments scheme to register any complaint

Mobile payments scheme operators shall ensure twemplaints are
acknowledged with a case identifier issued to tramainant within 24 hours
and resolved within 3 working days of registeringls complaints.

Operator shall ensure that all calls to the teleghdines of the
dispute/complaint resolution desk should be reabried maintained till the
dispute is resolved.

Complaints by personal visits must be adequatejgéd with the name and
signature (or thumbprint) of the complainant docoted against the
complaint.

Operators must ensure adequate due diligence iairgpy agents as they
shall be held accountable for the activity of thaments, if lapses are
established against them in respect of their diigedice responsibilities.
Ensure consumer education and awareness to praaete of use, security

and adoption.

Rightsof Users

Ease of enrolment
Easy to use (Menu Driven, SMS, USSD, etc)-maxim@i2bokey strokes

Privacy, Trust and Security of transaction
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6.2.4
6.2.5
6.2.6
6.2.7
6.2.8

6.3

6.3.1
6.3.2
6.3.3

6.3.4
6.3.5

6.4

6.4.1
6.4.2
6.4.3
6.4.4
6.4.5
6.4.6
6.4.7

6.4.8

Convenience: anywhere, anytime.

Accessibility to funds on completion of transactfmocess
Immediacy of transfer and value

Assurance of value to the recipients

Easy and prompt access to dispute resolution psoces

Responsibilities of Users

Ensure the protection of PIN / Password

Ensure prompt reporting of fraud cases / attenguteys and complaints
Ensure proper confirmation of transaction detaisl aecipients’ mobile
phone numbers at all times before authorizing aetisn.

Comply with all security rules as provided by tlchesme operator

Escalate complaints to the ombudsman through tfieesfof the Central

Bank of Nigeria if resolution to complaints is uhgdelayed.

Composition and Role of Ombudsman in Dispute

Resolution

The Central Bank of Nigeria shall establish theig@ffof the Ombudsman.
The Office of the Ombudsman shall comprise:

A representative of the Nigeria Communication Cossiain.

A representative of the Consumer Protection Council

A representative of scheme operators

A representative of financial institutions

An eminent professional or a respectable Nigeria

A member of the National Payments System Committee

The Central Bank of Nigeria

The roles of the Office of the Ombudsman shall béoHdows:
Receive, investigate and resolve complaints invghall participants.
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6.4.9
6.4.10

6.4.11

6.4.12
6.4.13

Sustenance of confidence in the mobile paymenisnsek.

Creation of an environment that encourages expeditiresolution of
complaints.

Monitor and ensure instant compensation or otherwistification to the
complainant for decided cases.

Recommend improvement to mobile payments services.

Promote consumer education and awareness.
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7.0 Compliance Monitoring

The Central Bank of Nigeria shall ensure the emhbilent of appropriate
processes and procedures for the purpose of mmgtarompliance to the

regulatory framework.

Non-compliance with the provisions of this reguigtdramework shall attract

appropriate sanctions as may be determined by énér& Bank of Nigeria.
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Glossary of Terms

1. CIFTS. The Real Time Gross Settlement (RTGS) System gledldy the
Central Bank of Nigeria which effects settlementrahsfer among banks on real

time and gross basis. It is known as the CBN IB@nk Funds Transfer System
(CIFTS).

2. Financial Institution: A deposit taking institution duly licensed by the

Central Bank of Nigeria.

3. Interoperability: a situation in which payment instruments belongioga

given scheme may be used in systems installedh®r sthemes.

4, Inter-Scheme Operation: Inter-Scheme operations are mobile payments

consummated across two different schemes by vapardgipants.

5. Intra-Scheme Operations: Intra-Scheme operations are mobile payments

that are consummated within a particular serviciger's scheme.
6. | ssuer: the entity which receives payment in exchangevidue distributed in
the system and which is obligated to pay or redéemsactions or balances

presented to it.

7. Scheme Operators provide the infrastructure for the mobile paymepstems

for the use of participants that are signed-oim&irtscheme.

8. Service Providersemploy the infrastructure of the scheme operatqrévide

services to end users.

42



9.

Settlement  Infrastructure Providers Organizations  providing
infrastructure that enables message exchange,lsmgt@and settlement facilities

for mobile payments services.
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